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Executive Summary  

Influence operations, or influence campaigns,1 have been a tool for warfare and strategic geopolitical 
competition for governments as long as there has been recorded history. Today, we see firsthand the 
Chinese government’s efforts to spread disinformation around the globe about the origin of the SARS-
CoV-2 virus, as well as Russia’s efforts to influence the courses of American social and political futures. 
Geiger found that mis- and dis-information have become an increasingly effective tool for nefarious 
actors to influence elections, policy, and public sentiment in the United States.2 In other words, influence 
operations are an effective and low-cost means for our strategic adversaries and competitors to advance 
their goals and agendas. 
 
Given U.S. adversaries’ views of influence operations, and the immense implications and potential 
consequences of them, there is an urgent need to advance the state of the art in measuring and assessing 
the impact and effectiveness of hostile influence operations. The Unconventional Weapons and 
Technology Division (UWT) of the National Consortium for the Study of Terrorism and Responses to 
Terrorism (START) developed the Influence-to-Action Model (I-AM) in an effort to begin to address this 
issue. Additionally, as a part of this model development effort, we also developed the Influence-to-Action 
Chain Template (I-ACT) to provide a visual representation of how I-AM maps onto a generalized 
influence-to-action escalation pathway. 
 
Theoretically grounded in the social movement literature – specifically in social movement diffusion and 
the role of threat in social movements – I-AM draws from a variety of psychological, sociological, 
marketing, and communications literature, and is designed to assess the relative likelihood of impact an 
influence operation would have on the target audience compared to the likelihood of impact from other 
influence operations. Some of the theories and hypotheses that we drew upon to develop the I-AM 
include cognitive dissonance, choice certainty, signal detection, dual-process, mere-exposure, and 
primacy and recency effects. 
 
To validate our model, we conducted case studies of one historical and two present-day Russian and 
Chinese foreign influence operations. The three case studies were chosen to test I-AM against large-scale, 
potentially state-sponsored influence operations in different time periods and of differing state origins to 
discern if the variables were applicable across time and space. All three cases were successful in some 
aspect of influencing either pre-existing communities or propagating messaging into mainstream media; 
however, all three held significant differences. Applying I-AM to these cases, we were able to successfully 
analyze all three cases, demonstrating I-AM’s flexibility. 
 

 
1 The RAND Corporation defines influence operations, also known as influence campaigns, as “the collection of tactical information about an 
adversary as well as the dissemination of propaganda in pursuit of a competitive advantage over an opponent.” 
2 Geiger, Abigail W. 2019. “Key Findings about the Online News Landscape in America.” Pew Research Center, September. 
https://www.pewresearch.org/fact-tank/2019/09/11/key-findings-about-the-online-news-landscape-in-america/. 
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Upon completion of the case studies, we fielded a survey targeting the adult U.S. general population sample. 
Through the survey, we were able to further validate I-AM. Most notably, we were able to ascertain that 
Identity Affirmation and Clear Alternative Future are the most important individual and societal level 
factors when one considers taking on concrete commitment of action based on being exposed to influence 
messaging. These findings complimented and confirmed our case study findings. 
 
Currently, I-AM does not have any assessment metrics associated with it; however, an analyst is able to 
employ the model to systematically analyze an ongoing foreign influence operation to assess its likely 
impact on its target audience. An analyst is also able to employ the model as a frame to systematically 
compare and contrast several foreign influence operations across time, space, and actors. 
 
Our next step for the project is to develop the assessment metrics for the model and develop the Influence-
to-Action Impact Assessment Tool, which will provide the analysts working prototype assessment tool they 
can utilize to assess the likely impact of foreign influence operations targeting the United States. 
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Introduction 
Influence operations, or influence campaigns,3 have been a tool for warfare and strategic geopolitical 
competition for governments as long as there has been recorded history. Today, we see firsthand the 
Chinese government’s efforts to spread disinformation around the globe about the origin of the SARS-
CoV-2 virus, as well as Russia’s efforts to influence the courses of the American social and political future. 
Geiger found that mis- and dis-information have become an increasingly effective tool for nefarious 
actors to influence elections, policy, and public sentiment in the United States.4 In other words, influence 
operations are an effective and low-cost means for our strategic adversaries and competitors to advance 
their goals and agenda. 
 
Given U.S. adversaries’ views of influence operations, and the immense implications and potential 
consequences of them, there is an urgent need to advance the state of the art in measuring and assessing 
the impact and effectiveness of hostile influence operations. A review of the literature reveals much work 
on influence operations has primarily focused on examining how information is disseminated and spread. 
For example, studies found that social media use increases exposure to and trust of misinformation and 
that users are just as trusting of bots as human users.5 Another group of literature on influence 
operations examines why people believe the information being disseminated. Studies have found that 
people tend to believe misleading or false information when they are repeatedly exposed to those 
messages6; when they have a strong preference for pro-attitudinal information7; and when the 
information fits their preconceived opinions or political affiliations.8 Yet another category of literature on 
influence operations examines the effect misinformation has on individuals and society.9 Finally, there is 
a category of literature that examines how to identify misinformation and disinformation in order to 
mitigate their effects, with only modest results.10 
 
The current literature, however, fails to address the impact and/or effectiveness of influence operations 
on the target audience, specifically the “stickiness” and spread of messaging. The Unconventional 
Weapons and Technology Division (UWT) of the National Consortium for the Study of Terrorism and 

 
3 The RAND Corporation defines influence operations, also known as influence campaigns, as “the collection of tactical information about an 
adversary as well as the dissemination of propaganda in pursuit of a competitive advantage over an opponent.” RAND Corporation, 
“Information Operations,” Accessed December 22, 2021. https://www.rand.org/topics/information-operations.html. 
4 Geiger, Abigail W. 2019. “Key Findings about the Online News Landscape in America.” Pew Research Center, September. 
https://www.pewresearch.org/fact-tank/2019/09/11/key-findings-about-the-online-news-landscape-in-america/. 
5 e.g., Tucker, Joshua A., Andrew Guess, Pablo Barberá, Cristian Vaccari, Alexandra Siegel, Sergey Sanovich, Denis Stukal, and Brendan Nyhan. 
2018. “Social Media, Political Polarization, and Political Disinformation: A Review of the Scientific Literature.” William and Flora Hewlett 
Foundation, March. https://hewlett.org/library/social-media-political-polarization-political-disinformation-review-scientific-literature/ 
6 e.g., Nelson, Jacob, and Harsh Taneja. 2018. “The Small, Disloyal Fake News Audience: The Role of Audience Availability in Fake News 
Consumption.” New Media and Society Forthcoming. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3107731. 
7 e.g., Guess, Andy, Brendan Nyhan, and Jason Reifler. 2018. “Selective Exposure to Disinformation: Evidence from the Consumption of Fake 
News During the 2016 US Presidential Campaign.” https://www.dartmouth. edu/~nyhan/fake-news-2016.pdf. 
8 e.g., Allcott, Hunt, and Matthew Gentzkow. 2017. “Social Media and Fake News in the 2016 Election.” Journal of Economic Perspectives 31 
(2):211–36. 
9 e.g., Ecker, Ullrich K. H., Stephan Lewandowsky, Ee Pin Chang, and Rekha Pillai. 2014. “The effects of subtle misinformation in news 
headlines.” Journal of Experimental Psychology: Applied, 20(4), 323–335. 
10 e.g., Clayton, Katherine, Spencer Blair, Jonathan A. Busam, Samuel Forstner, John Glance, Guy Green, Anna Kawata et al. 2020. “Real 
solutions for fake news? Measuring the effectiveness of general warnings and fact-check tags in reducing belief in false stories on social 
media.” Political Behavior, 42:1073–1095. 
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Responses to Terrorism (START) developed the Influence-to-Action Model (I-AM) in an effort to begin to 
address this issue.  
Theoretically grounded in the social movement literature – specifically in social movement diffusion and 
the role of threat in social movement – I-AM draws from a variety of psychological, sociological, 
marketing, and communications literature, and is designed to assess the relative likelihood of impact an 
influence operation would have on the target audience compared to the likelihood of impact from other 
influence operations. Some of the theories and hypotheses that we drew upon to develop the I-AM 
include cognitive dissonance, choice certainty, signal detection, dual-process, mere-exposure, and 
primacy and recency effects. The following sections of this report provide the attributes and variables 
included in the I-AM. 
 

Model Development 

Theoretical Foundation 
Research Question 
The goal of the I-AM is to address the following research question: 

Why are some influence operations successful in inducing changed behavior in a predetermined 
target set(s) while others are not? 

More specifically, I-AM is being developed to be able to address the following research sub-questions: 
• What (observable) individual, or internal, level variables contribute to the success (or failure) of 

influence operations? 
• What (observable) societal, or external, level variables contribute to the success (or failure) of 

influence operations? 
• How are individual and societal level variables configured in influence operations to maximize 

target audience mobilization? 
 
Critical Model Definitions 
Before we begin discussing the model, there are several critical definitions that need to be addressed. 
These critical definitions are: misinformation, disinformation, impact (of influence operation), and action. 
For the purposes of this model, we define: 
 
1. Misinformation: “Wrong or misleading information”11 that is usually intended to deliberately 

deceive; however, intent is not central to whether or not information conveyed is misinformation. 
 

2. Disinformation: “dissemination of deliberately false information, especially when supplied by a 
government or its agent to a foreign power or to the media, with the intention of influencing the 

 
11 "misinformation, n..” OED Online. December 2021. Oxford University Press. https://www-oed-com.proxy-
um.researchport.umd.edu/view/Entry/119699?redirectedFrom=misinformation (accessed December 15, 2021). 
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policies or opinions of those who receive it.”12 Disinformation is considered a subset of 
misinformation designed to deliberately deceive those who receive it.13 

3. Impact of Influence Operation: degree to which an influence operation engenders behavioral 
changes in the form of action in the target audience. For this model, our goal is to measure the relative 
likelihood of an influence operation messaging results in stimulating a higher number of the target 
audience to act rather than determining the change in percentage of the target audience that acts or 
measuring the change in the attitude of the target audience about a topic after being exposed to an 
influence operation messaging. 
 

4. Action: an outwardly observable act that is in direct/indirect response to the influence conveyance 
tool(s) (i.e., messaging) being presented to the target. For this research, term Action can be used 
interchangeably with the term mobilization. Further, we conceptualize “action” on a continuum of 
activities that range from “low intensity” active online participation to “high intensity” violence in the 
physical world. 

 
Model Framing 
Since the goal of the research is to develop a theoretically grounded model that can assess the likelihood 
of an influence operation, relative to other influence operations, inducing changed behavior in a 
predetermined target audience, we are interested in how and why people act on information as well as 
how these influence operations propagate. Given the characteristics of the influence operations 
manifesting in society, and our primary interest, we have situated our model development efforts in the 
social movement literature14 – specifically, diffusion of social movements and the relationship between 
threat and social movements. 
 
Diffusion of Social Movements 
The world has witnessed numerous examples of diffusion of social movements that transcend cyber and 
physical realms. Facilitated through online social media tools such as Twitter and Facebook, dramatic 
protests have diffused within and beyond national boundaries – such as the Arab Spring; precarity 
demonstrations in Italy and Greece; protests and encampments associated with the Occupy movement; 
the 15-M Movement in Spain; and the Black Lives Matter protests. While these social movements 
developed in different national contexts and engaged different audiences, the cyber tools were able to 
convey the connective tissue between the movements and the audiences and facilitate the movements’ 
propagation.15 Use of these cyber tools facilitated and increased the speed of the diffusion of these social 

 
12 "disinformation, n..” OED Online. December 2021. Oxford University Press. https://www-oed-com.proxy-
um.researchport.umd.edu/view/Entry/54579?redirectedFrom=disinformationand (accessed December 15, 2021). 
13 Woolley, Samuel C., and Philip N. Howard. 2016. “Political communication, computational propaganda, and autonomous agents: 
Introduction.” International Journal of Communication, 10:4882-4890. 
14 Social movement literature is a body of interdisciplinary social science work that seeks to explain why and how social mobilization occurs, 
how they manifest, as well as their social, cultural, and political consequences. 
15 della Porta, Donatella, and Alice Mattoni. 2014. Spreading Protest: Social Movements in Times of Crisis. Colchester: ECPR Press; Romanos, 
Eduardo. 2015. “Immigrants and Brokers: Dialogical Diffusion from Spanish Indignados to Occupy Wall Street.” Social Movement Studies 
15(3): 247-262; Romanos, Eduardo. 2016. “From Tahrir to Puerta del Sol to Wall Street: The Transnational Diffusion of Social Movements in 
Comparative Perspective.” Revista Espanola de Investigaciones Sociologicas 154: 103-118. 
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movements as well as increasing their reach. Along with the use of cyber tools directly by the movement 
organizers and participants, diffusion was also facilitated through classic media forms such as television 
and print media, as well as through personal contacts.16  
 
While the diffusion of social movements most recently captured the world’s attention due to the 
magnitude, speed, and the tools used for their propagation, diffusion of a social movement is not a new 
phenomenon, and it has been an interest of scholars for quite some time. Early on, LeBon, Tarde, and 
Blumer warned of the potential ill-effects on society of the contagion of collective aggression.17 Later, 
scholars of race riots, lynching, Nazism, fascism, Stalinism, and McCarthyism described a similar negative 
view of the spread of collective behavior.18 More recent literature concerned itself less with the contagion 
of maladaptive impulses and aggression among individuals, but instead examined the diffusion of 
innovative tactics, frames, and organizing structures between social movements through the articulation 
of the mechanisms by which this happens.19 One of the mechanisms that seems to be consistently 
referenced as a catalyst to stimulate (and diffuse) social movement is threat (or negative condition). 
 
Threat and Social Movements 
A wide variety of social movements are driven by threats – from resistance over state and police 
repression to combating climate change. Indeed, the Black Lives Matters movement is a transnational 
movement in which the organizers explicitly state that the purpose of the organization is to fight against 
threats posed by white supremacists, vigilantes, and the state against black communities in the United 
States, United Kingdom, and Canada.20 Scholars such as Tilly and Kerbo first examined threats in the 
context of political process theory in general terms21 - threats offered a second strand of inquiry into 
catalysts that generate social movement activities in addition to political opportunities within the 
political process tradition. Throughout the 1980s and 1990s, however, political opportunities were 
emphasized more than threats in the study of social movement emergence.22 Since the late 1990s and 

 
16 Romanos, Eduardo. 2015. “Immigrants and Brokers: Dialogical Diffusion from Spanish Indignados to Occupy Wall Street.” Social Movement 
Studies 15(3): 247-262. 
17 Le Bon, Gustave. 1897. The Crowd. London: Unwin; Tarde, Gabriel. 1903. The Laws of Imitation. New York: Holt; Blumer, Herbert. 1939. 
“Collective Behavior.” Park, Robert E.. In Principles of Sociology, ed. New York: Barnes and Noble. 
18 See reviews of this literature in Garner, Roberta. 1997. “Fifty Years of Social Movement Theory.” Social Movement Theory and Research; 
edited by Garner, Roberta and John Tenuto, 1–60. Lanham, MD: Scarecrow Press; and Morris, A. 1981. “Black Southern Sit -in Movement: An 
Analysis of Internal Organization.” American Sociological Review 46: 744-767. 
19 See reviews of this literature in Givan, Rebecca, Roberts, Kenneth M., and Soule, Sarah A. 2010. “Introduction: The dimensions of Diffusion.” 
In The Diffusion of Social Movements: Actors, Mechanisms, and Political Effects, Edited by Rebecca Givan, Kenneth M. Roberts, and Sarah A. 
Soule, 1-18. Cambridge: Cambridge University Press; Soule, Sarah A. 2004. “Diffusion Processes Within and Across Movements.” In The 
Blackwell Companion to Social Movements, edited by David A. Snow, Sarah A. Soule, and Hanspeter Kreisi, 294–310. Oxford: Blackwell; and 
Strang, David, and Sarah A. Soule. 1998. “Diffusion in Organizations and Social Movements: From Hybrid Corn to Poison Pills.” Annual Review 
of Sociology 24: 265–290. 
20 Black Lives Matter. “About.” https://blacklivesmatter.com/about/. 
21 Tilly, Charles. 1977. “Studying Social Movements/Studying Collective Action.” CSRO Working Paper #168. Center for Research on Social 
Organization. University of Michigan; Kerbo, Harold R. 1982. “Movements of ‘Crisis’ and Movements of ‘Affluence’: A Critique of Deprivation 
and Resource Mobilization Theories.” Journal of Conflict Resolution 26(4): 645–663. 
22 See. McAdam, Doug. 2011. “Social Movements and the Growth in Opposition to Global Projects.” In Global Projects: Institutional and Political 
Challenges, edited by W. Richard Scott, Raymond E. Levitt, and Ryan J. Orr, 86–110. Cambridge: Cambridge University Press; Pinard, Maurice. 
2011. Motivational Dimensions in Social Movements and Contentious Collective Action. Montreal: McGill-Queen’s University Press; Van Dyke, 
Nella. 2013. “Threat.” In Blackwell Encyclopedia of Social and Political Movements, edited by David A. Snow, Donnatella della Porta, Bert 
Klandermans, and Doug McAdam. Oxford: Wiley-Blackwell. 

https://blacklivesmatter.com/about/
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early 2000s, a growing body of empirical research has featured threats (and worsening conditions) as 
primary forces that generate attempts at collective mobilization.23 
In the political process tradition, scholars define opportunities and threats at both the micro and macro 
levels of social life. At the micro level, the literature emphasizes the motivations of why individuals 
engage in collective action with increases in threats or political opportunities.24 Threats drive individuals 
to participate in social movement activities by making the current conditions worse if “defensive” action 
is not undertaken while opportunities offer the possibility of a better future by engaging in social 
movement activities.25 At this micro level of motivations and incentives, opportunities and threats need 
to be perceived by the relevant actors. In other words, the organizers of the social movements need to 
demonstrate convincingly that threats exist that are harmful and be able to attribute culpability before 
mobilization can take place (for “ordinary” individuals to join the “cause”).26 
 
At the macro – or at the structural – level, threats are less well established in the social movement 
literature. In general, the literature agrees that structural threats act as negative conditions that intensify 
existing, as well as creating new, grievances at the individual level, stimulating collective action. Recently, 
work in this area have highlighted the primary role of threat in generating sustained social mobilization 

 
23Almeida, Paul D. 2003. “Opportunity Organizations and Threat-Induced Contention: Protest Waves in Authoritarian Settings.” American 
Journal of Sociology 109(2): 345–400; Andrews, Kenneth T., and Charles Sequin. 2015. “Group Threat and Policy Change: The Spatial 
Dynamics of Prohibition Politics, 1890–1919.” American Journal of Sociology 121(2): 475–510; Dodson, Kyle. 2016. “Economic Threat and 
Protest Behavior in Comparative Perspective.” Sociological Perspectives 59(3): 873–891; Einwohner, Rachel L., and Thomas Maher. 2011. 
“Threat Assessments and Collective-Action Emergence: Death Camp and Ghetto Resistance During the Holocaust.” Mobilization 16(2): 127–
146; Goldstone, Jack, and Charles Tilly. 2001. “Threat (and Opportunity): Popular Action and State Response in the Dynamic of Contentious 
Action.” In Silence and Voice in the Study of Contentious Politics, edited by Ronald R. Aminzade, Jack Goldstone, Doug McAdam, et al., 179–194. 
Cambridge: Cambridge University Press; Inclán, Maria de la Luz. 2009. “Repressive Threats, Procedural Concessions, and the Zapatista Cycle 
of Protests 1994–2003.” Journal of Conflict Resolution 53(5): 794–819; Jasper, James. 1997. The Art of Moral Protest: Culture, Biography, and 
Creativity in Social Movements. Chicago: University of Chicago Press; Johnson, Erik W., and Scott Frickel. 2011. “Ecological Threat and the 
Founding of U.S. National Environmental Movement Organizations, 1962–1998.” Social Problems 58(3): 305–329; Maher, Thomas V. 2010. 
“Threat, Resistance, and Mobilization: The Cases of Auschwitz, Sobibór, and Treblinka.” American Sociological Review 75(2): 252–272; 
Martin, Andrew W., and Marc Dixon. 2010. “Changing to Win? Resistance, Threat and the Role of Unions in Strikes, 1984–2002.” American 
Journal of Sociology 116: 93–129; Martin, Isaac William. 2013. Rich People’s Movements: Grassroots Campaigns to Untax the One Percent. 
Oxford: Oxford University Press; Mora, Maria De Jesus, Alejandro Zermeño, Rodolfo Rodriguez, and Paul Almeida. 2017. “Exclusión y 
Movimientos Sociales en los Estados Unidos.” In Movimientos Sociales en América Latina: Perspectivas, Tendencias y Casos, edited by by Paul 
Almeida and Allen Cordero, 641–669. Buenos Aires: CLACSO; Shriver, Thomas E., Alison E. Adams, and Stefano B. Longo. 2015. 
“Environmental Threats and Political Opportunities: Citizen Activism in the North Bohemian Coal Basin.” Social Forces 94(2): 699–722; Erica 
Simmons. 2014. “Grievances Do Matter in Mobilization.” Theory and Society 43: 513–546; Snow, David, Daniel Cress, Liam Downey, and 
Andrew Jones. 1998. “Disrupting the ‘Quotidian’: Reconceptualizing the Relationship Between Breakdown and the Emergence of Collective 
Action.” Mobilization 3(1): 1–22; Van Dyke, Nella, and Sarah A. Soule. 2002. “Structural Social Change and the Mobilizing Effect of Threat: 
Explaining Levels of Patriot and Militia Organizing in the United States.” Social Problems 49(4): 497–520; Zepeda-Millán, Chris. 2017. Latino 
Mass Mobilization: Immigration, Racialization, and Activism. Cambridge: Cambridge University Press. 
24 Goldstone, Jack A., and Charles Tilly. 2001. Threat (and Opportunity): Popular Action and State Response in the Dynamic of Contentious 
Action. In Silence and Voice in the Study of Contentious Politics, edited by Ronald R. Aminzade, Jack Goldstone, Doug McAdam, et al., 179–194. 
Cambridge: Cambridge University Press. 
25 Goldstone, Jack A., and Charles Tilly. 2001. Threat (and Opportunity): Popular Action and State Response in the Dynamic of Contentious 
Action. In Silence and Voice in the Study of Contentious Politics, edited by Ronald R. Aminzade, Jack Goldstone, Doug McAdam, et al., 179–194. 
Cambridge: Cambridge University Press. 
26 Jasper, James M. 1997. The Art of Moral Protest: Culture, Biography, and Creativity in Social Movements. Chicago: University of Chicago 
Press; Snow, David, and Robert D. Benford. 1988. “Ideology, Frame Resonance, and Participant Mobilization.” International Social Movement 
Research 1(1): 197–217; Snow, David, and Catherine Corrigall-Brown. 2005. “Falling on Deaf Ears: Confronting the Prospect of Non-Resonant 
Frames.” In Rhyming Hope and History: Activism and Social Movement Scholarship, edited by David Croteau, Charlotte Ryan, and William 
Hoynes, 222–238. Minneapolis: University of Minnesota Press. 
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in the areas of economic-related problems27; public health/environmental decline28; erosion of rights29; 
and state repression.30 
 
To understand what gets people to act based on the information they are exposed to, we have situated 
our model within the social movement and political process theoretical frames. While these theories 
provide the theoretical underpinnings of why an individual might decide to act, they do not necessarily 
provide the components that a message designed to influence an individual should contain for it to be 
more successful – beyond the fact that threats, in combination with a glimpse of a better future, motivate 
people to act. To extract the variables that are relevant to threats and opportunities from influence 
operations messaging, we turn to psychology, sociology, marketing, and communications literatures. 
 
Individual (Internal) Level Factors 
Psychological Theories Regarding Information Absorption and Propagation 
A number of psychological theories assert there are certain intrinsic qualities about people that may 
make them more susceptible to external influence. For example, the mere-exposure effect states that 
simply being familiar with something makes a person more likely to agree or trust information, which 
can be exploited by including familiar images or simply repeating the messaging over time.31 
Additionally, the primacy effect plays a role in peoples’ perception of news as people are more likely to 
emotionally connect with and retain information the first time they heard about it.32 These theories 
within the context of social media are useful to explain the impact of disinformation and misinformation, 
as algorithms try to show a user posts that he or she is likely to interact with based on what he or she has 
interacted with in the past or within the context of the groups that he or she has engaged with previously. 
This can lead to users giving more credibility to these posts than is warranted. 
 
Past research has shown that people have the tendency to propagate misinformation, even when 
provided with substantial evidence that the information is not true. This theory of the continued 
influence effect (CIE) of misinformation states that people prefer to have a complete, if inaccurate, 
understanding of an event rather than an accurate but incomplete understanding.33 People are more 
likely to view information as true if it matches their subjective understanding of an issue and if that frame 
is their first introduction to the information.34 Additionally people tend to frame information into cause-

 
27 Caren, Neal, Sarah Gaby, and Catherine Herrold. 2017. “Economic Breakdown and Collective Action.” Social Problems 64(1): 133–155. 
28 Szasz, Andrew. 2007. Shopping Our Way to Safety: How We Changed from Protecting the Environment to Protecting Ourselves. Minnesota: 
University of Minnesota Press. 
29 McVeigh, Rory. 2009. The Rise of the Ku Klux Klan: Right-Wing Movements and National Politics. Minneapolis: University of Minnesota 
Press. 
30 Chang, Paul. 2015. Protest Dialectics: State Repression and South Korea’s Democracy Movement, 1970–1979. Stanford, CA: Stanford 
University Press. 
31 Murphy, Sheila T. and Robert B. Zajonc. 1993. “Affect, cognition, and awareness: affective priming with optimal and suboptimal stimulus 
exposures.” Journal of Personality and Social Psychology 64(5): 723-739. 
32 Holbert, R. Lance, Jennifer L. Lambe, Anthony D. Dudo, and Kristin A. Carlton. 2007, “Primacy Effects of The Daily Show and National TV 
News Viewing: Young Viewers, Political Gratifications, and Internal Political Self-Efficacy.” Journal of Broadcasting and Electronic Media 51, 1.  
33 Hamby, Anne, Ullrich Ecker, and David Brinberg. 2019, “How Stories in Memory Perpetuate the Continued Influence of False Information.” 
Journal of Consumer Psychology 30, 2: 240-259.  
34 Hamby, Anne, Ullrich Ecker, and David Brinberg. 2019, “How Stories in Memory Perpetuate the Continued Influence of False Information.” 
Journal of Consumer Psychology 30, 2: 240-259.  
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effect structures in their internal narrative processing. These structures can be relatively rigid and are 
resistant to new and counterfactual information.35 The individual psyche tends to favor inaccurate but 
stable information rather than interrupting the coherence of already held beliefs. Therefore, it can be 
difficult to correct or change ideas strongly held by individuals, especially when exacerbated by repeated 
evidentiary claims to the false or misleading information. This phenomenon is further exacerbated by the 
tendency of individuals to find negative causal conclusions to be more “vivid and diagnostic.”36  
 
The illusory truth effect states that prior exposure to any given statement increases the likelihood that it 
is believed as truth.37 Researchers found, through multiple varied-condition experiments, that a “single 
prior exposure is sufficient to increase perceived accuracy for both fake and real news.”38 They 
additionally found that this dynamic held even when articles were labeled as disputed, did not fit within 
the participant’s political ideology, and when people did not remember seeing the headline prior. Finally, 
they found that this effect persisted over a week and increased with additional exposure.39 
 
Theories of Cognition and the Intersection of Self-Esteem and Fear 
Researchers at the University of Western Australia found that the working memory capacity of an 
individual predicted their susceptibility to the continued influence of misinformation due to insufficient 
integration, manipulation, and retraction of information.40 Additionally, the dual-processing theory 
serves as one of the underlying mechanisms through which fear appeals operate in health 
communications. In dual-processing theory, there are two pathways, or systems, that are thought to help 
individuals organize information to act. System 1 represents the automatic processes while System 2 
represents the analytical, or controlled, processes that take effort. When health communications utilize 
high levels of issue or response involvement, message recipients were found to employ System 1, or 
systematic processes, to form opinion judgements. Conversely, in scenarios with low levels of 
involvement, message recipients are theorized to employ more heuristic strategies from System 2 to 
respond to threats.41 With this in mind, Chaiken, et al. conducted an experiment that supported the 
notion that systematic processing maximizes the persuasive impact of messaging cues and minimizes the 
impact of non-content cues, like communicator likeability, while heuristic processing minimizes the 
persuasive impact of messaging and maximizes non-content cues. 42 
 

 
35 Hamby, Anne, Ullrich Ecker, and David Brinberg. 2019, “How Stories in Memory Perpetuate the Continued Influence of False Information.” 
Journal of Consumer Psychology 30, 2: 240-259.  
36 Hamby, Anne, Ullrich Ecker, and David Brinberg. 2019, “How Stories in Memory Perpetuate the Continued Influence of False Information.” 
Journal of Consumer Psychology 30, 2: 240-259.  
37 Pennycook, Gordon, Tyronne D. Cannon, and David G. Rand. 2018. “Prior exposure increases perceived accuracy of fake news.” Journal of 
Experimental Psychology: General 147, 2: 1865-1880. 
38 Pennycook, Gordon, Tyronne D. Cannon, and David G. Rand. 2018. “Prior exposure increases perceived accuracy of fake news.” Journal of 
Experimental Psychology: General 147, 2: 1865-1880. 
39 Pennycook, Gordon, Tyronne D. Cannon, and David G. Rand. 2018. “Prior exposure increases perceived accuracy of fake news.” Journal of 
Experimental Psychology: General 147, 2: 1865-1880. 
40 Brydges, Christopher R., Gilles E. Gignac, and Ullrich K. H. Ecker. “Working memory capacity predicts ongoing reliance on misinformation: 
A latent-variable analysis.” School of Psychological Science, the University of Western Australia.  
41 Chaiken, Shelly. 1980. “Heuristic versus systematic information processing and the use of source versus message cues in persuasion.” 
Journal of Personality and Social Psychology, 39(5): 752-766.  
42 Chaiken, Shelly. 1980. “Heuristic versus systematic information processing and the use of source versus message cues in persuasion.” 
Journal of Personality and Social Psychology, 39(5): 752-766. 



UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

     

Influence-to-Action Model Development                                10 
UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

The fast infusion of information that taps into the “sentimental nature”43 of social networking through 
the sharing of personal experiences and playing on a variety of emotions in targeted viewers is more 
likely to get a response than single layer dialogue. When paired with positive “self-efficacy” (human 
characteristic that changes our behavioral decisions), which is based on influence from the people around 
us, humans will act on thoughts and ideas that pair their emotions, in relation to the messaging they 
receive, with positive reinforcement of the community around them. 44 The actions he or she takes 
depends on how much he or she believes in and emotionally connects with the information received. 
 
Fear as an appeal has been theorized to be a significant contributor to taking action depending on the 
severity and susceptibility perceived. While there are many theories attempting to explain how fear 
drives behavior, fear has been identified consistently as a critical motivator in urging individuals to act 
within the public health sphere. The alarming information within a message initiates an emotional fear 
reaction, and the stimuli generated by this response are supposed to be behavior inducing.45 Rehearsals 
of acting on recommendations are expected to reduce or stop the emotional activity.46 When the 
response reduces fear, the behavior is reinforced.47 While there are a number of theories diverging to 
explain the mechanisms through which fear appeals operate, the three most distinctly mentioned are the 
Health Belief Model (HBM), Parallel Process Model (PPM), and the Stage Model (SM).48 First, the HBM 
posits that for an individual to take action he or she would need to believe that (1) he or she was 
personally susceptible to it, (2) the occurrence would have at least moderate severity on some 
component of his or her life, and (3) a particular action would in fact be beneficial by reducing their 
susceptibility to the condition or by reducing its severity.49 The PPM suggests that fear appeals produce 
two separate and potentially interdependent processes: danger control processes and fear control 
processes. The perceived threat contributes to the extent of a response to a fear appeal. Evidence has 
supported that the stronger the fear appeal manipulation, the stronger the danger control and fear 
control responses.50 Finally, the SM theorizes that when individuals are exposed to fear-arousing 
communications, they engage in two types of appraisal – appraisal of threat and of coping strategies to 
reduce the threat. The two appraisal processes parallel the fear appeal and the recommended protective 

 
43 Yoon, Hong-Jun, and Georgia Tourassi. 2014. “Analysis of Online Social Networks to Understand Information Sharing Behaviors Through 
Social Cognitive Theory.” Presented at Annual ORNL Biomedical Science and Engineering Center Conference. ORNL Biomedical Science and 
Engineering Center Conference, 2014, 1–4. 
44 Yoon, Hong-Jun, and Georgia Tourassi. 2014. “Analysis of Online Social Networks to Understand Information Sharing Behaviors Through 
Social Cognitive Theory.” Presented at Annual ORNL Biomedical Science and Engineering Center Conference. ORNL Biomedical Science and 
Engineering Center Conference, 2014, 1–4.  
45 Leventhal, Howard. 1970. “Findings and theory in the study of fear communications.” Advances in Experimental Social Psychology, 5: 119-
186.  
46 Leventhal, Howard. 1970. “Findings and theory in the study of fear communications.” Advances in Experimental Social Psychology, 5: 119-
186. 
47 Leventhal, Howard. 1970. “Findings and theory in the study of fear communications.” Advances in Experimental Social Psychology, 5: 119-
186. 
48 Tannenbaum Melanie B., Justin Hepler, Rick S. Zimmerman, Lindsey Saul, Samantha Jacobs, Kristina Wilson, and Dolores Albarracín. 2015. 
“Appealing to fear: A meta-analysis of fear appeal effectiveness and theories.” Psychology Bulletin, 141(6): 1178-204. 
49 Rosenstock, Irwin M. 1974. “Historical Origins of the Health Belief Model.” Health Education Monographs, 2(4): 328-335. 
50 Witte, Kim, and Mike Allen. 2000. “A meta-analysis of fear appeals: Implications for effective public health campaigns.” Health Education 
and Behavior, 27(5): 591-615. 
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action. However, the difference with the stage model is that the components of fear-arousal are de facto 
encountered in a temporal sequence, or stages.51  
 
More recent literature on the topic explains that fear does not act alone. Self-efficacy, sometimes 
operationally defined as self-esteem, and hope interact with fear to influence individuals’ actions. Hope 
and self-efficacy have been shown to directly predict intentions to engage in some safety behaviors 
whereas fear did not.52 The motivation from hope and the confidence from self-efficacy appear to amplify 
each other to promote behavioral intentions.53 Furthermore, a study from Peters, et al. showed that 
threat only has a significant effect on behavior change under high self-efficacy, and efficacy only had 
significance under high threat.54 
 
In addition to theories specific to fear appeals, there are a few cognitive theories that seek to explain the 
effectiveness of behavioral changes from health communications. Two of the more prominent theories 
related to actionable behavior are (1) the theory of reasoned action and (2) the theory of planned 
behavior.55 The theory of reasoned action claims that an individual’s behavior is determined by their 
intention to perform that behavior, providing the most accurate prediction. On the other hand, the theory 
of planned behavior presents perceived behavioral control as the determinant of behavioral intention 
and control beliefs, which affect perceived behavioral control. According to Chang (1998), the theory of 
planned behavior is better in predicting unethical behavior because perceived behavioral control is the 
most important predictor of intention to perform an unethical behavior.56 
 
Self-worth and Victimization 
Constructing narratives around victimization is an effective method used by radical organizations to 
produce allies and generate recruits. Actions taken by these radical organizations and their members are 
frequently justified by a list of grievances. Thus, it is important for researchers to understand the 
narrative of victimization in radicalization as these grievances often surface when action is taken. The 
Islamic State, for example, utilizes these grievances in its online platforms to convert viewers, or at least 
generate sympathy for its cause, aligning attacks against the Islamic State as attacks against the entirety 
of Islam.57 Pemberton, et al., outlined the relationship between radicalization and victim narrative using 
three themes that consistently surface in the individual radicalization process: identity, emotions, and 

 
51 de Hoog, Natascha, Wolfgang Stroebe, and John B. F. de Wit. 2007. “The impact of vulnerability to and severity of a health risk on 
processing and acceptance of fear-arousing communications: A meta-analysis.” Review of General Psychology, 11(3): 258-285. 
52 Nabi Robin L., and Jessica Gall Myrick. 2019. “Uplifting Fear Appeals: Considering the Role of Hope in Fear-Based Persuasive Messages.” 
Health Communication, 34(4): 463-474. 
53 Nabi Robin L., and Jessica Gall Myrick. 2019. “Uplifting Fear Appeals: Considering the Role of Hope in Fear-Based Persuasive Messages.” 
Health Communication, 34(4): 463-474. 
54 Peters, Gjalt-Jorn Ygram, Robert A.C. Ruiter, and Gerjo Kok. 2013. “Threatening communication: a critical re-analysis and a revised meta-
analytic test of fear appeal theory.” Health Psychology Review, 7(1): 8-31.  
55 Webb Thomas L., Judith Joseph, Lucy Yardley, Susan Michie. 2010. “Using the internet to promote health behavior change: A systematic 
review and meta-analysis of the impact of theoretical basis, use of behavior change techniques, and mode of delivery on efficacy.” Journal of 
Medical Internet Research 12(1):e4. 
56 Chang, Man Kit. 1998. “Predicting unethical behavior: A comparison of the Theory of Reasoned Action and the Theory of Planned 
Behavior.” Journal of Business Ethics 17: 1825–1834.  
57 Al-Rawi, Ahmed. 2018. "Video games, terrorism, and ISIS’s Jihad 3.0." Terrorism and Political Violence 30(4): 740-760. 
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culture.58 The authors argue that individuals craft stories around their lives, placing themselves as the 
protagonists and their actions as moral and justified. Radical organizations influence individuals to adjust 
their life narratives by providing this “protagonist” with an environment where “clear moral” choices 
must be made. Victims attempt to balance what they perceive as behavior at odds with key ethical or 
moral values with their own life narrative. To be the victim, one must create a perpetrator, one who is in 
the absolute wrong. Being a victim is central to a radical's story and their reasoning for engaging in 
extremist behavior. The identity and personal ideology of a radical is strongly influenced by a narrative of 
victimization. Whether these instances of victimization are personal or an ethereal group-based suffering, 
the narrative has a very strong hold over those seeking community and purpose.  
 
“Victims see the event as an injustice, exaggerate the impact, minimize the context and extend the time 
frame of the event forward and backward in time while ‘perpetrators’ tend to find justifications for what 
happened, attribute the event to outside causes, minimize the impact on the victim and see the event as a 
moment in time.”59 Thus, when these victims become perpetrators themselves, they will fall back on a 
long line of examples of victimhood and portray their actions as truly justified and moral.60  
 
So, what finally drives a victim to commit violence? Despite having crafted a narrative of victimhood and 
feeling justified in taking revenge, radicals may have other goals that supersede the desire for violent 
resolution.61 The knowledge of finality and the inability to accomplish other goals such as career or 
family life, can prevent radicals from committing violent acts. Therefore, there needs to be a breaking 
point, an event in each violent radical’s life that makes revenge more important than other goals. These 
breaking point events make individuals extremely susceptible to victim framing narratives. The reason 
for the injustice against them is incomplete and he or she may seek a more complete narrative to 
understand why he or she is a victim. Radical organizations assist victims in filling this void, providing an 
emotional narrative that “relies on schemata shared by the communicator and the target of 
communication.”62 By connecting victims with an organization (as other support groups may do), 
radicals provide a community for victims. In this community, a shared narrative develops, and deep 
emotional connections are made. 
 
Baugut, et al. interviewed 44 imprisoned Islamic radicals to determine what propaganda efforts were 
most effective in converting them to radical Islam.63 They found that potential radicals are first 
cognitively radicalized and then behaviorally radicalized. This process is done through targeting 

 
58 Pemberton, Antony, and Pauline GM Aarten. 2018. "Narrative in the study of victimological processes in terrorism and political violence: 
An initial exploration." Studies in Conflict and Terrorism 41(7): 541-556. 
59 Pemberton, Antony, and Pauline GM Aarten. 2018. "Narrative in the study of victimological processes in terrorism and political violence: 
An initial exploration." Studies in Conflict and Terrorism 41(7) 541-556.  
60 Moghaddam, Fathali M. 2018. “Mutual radicalization: How groups and nations drive each other to extremes.” American Psychological 
Association.  
61 Pemberton, Antony, and Pauline GM Aarten. 2018. "Narrative in the study of victimological processes in terrorism and political violence: 
An initial exploration." Studies in Conflict and Terrorism 41(7) 541-556. 
62 Pemberton, Antony, and Pauline GM Aarten. 2018. "Narrative in the study of victimological processes in terrorism and political violence: 
An initial exploration." Studies in Conflict and Terrorism 41(7) 541-556. 
63 Baugut, Philip, and Katharina Neumann. 2020. "Online propaganda use during Islamist radicalization." Information, Communication and 
Society 23(11): 1570-1592.  
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aggrieved communities using violent, victim propaganda to cognitively indoctrinate them. YouTube in 
particular was an effective conduit for this propaganda. The algorithm on this media service would lead 
viewers from videos of Muslim victims to revenge propaganda issued by radical Imams.64 Youth and 
those incarcerated are particularly susceptible to these initial victimization propaganda efforts. Aarten, et 
al., found that a victimization narrative is very strongly implanted in radicalized individuals’ ideology and 
elicits emotional responses.65 Even using the word “victim” is a pressure point for radicals, causing them 
to tie the word strongly to their ideology. 
 
Credulity and Attachment to Belief Systems, Religious, and Ideological Messaging 
History and humanistic studies have stated that people tend to believe falsehoods for more psychological 
and socio-cultural reasons, as opposed to simply understanding fact, and that these factors may make 
people more susceptible to mis- and dis-information.66 Kahan assessed that individuals are more likely to 
believe misinformation when it is identity affirming and are “lulled into error by their own 
predispositions – not by the importuning of misinformers.”67 Further, Kahan found that corrective 
information could backfire and be perceived as certifying the false facts due to the belief that the 
opposing group would provide details challenging the initial information.68  
 
At the base of these theories is the truth-default theory, which posits that people generally accept content 
as truthful at first instance and without available counterfactuals. Levine, et al. found through exposing 
participants to videos with varying levels of truthfulness that this theory held amongst participants 
across video content, except for in the instance of clear, over-the-top satirical content.69 
Pennycook and Rand investigated individuals’ tendencies to believe fake news through a series of 
surveys and found, “consistent support for an association between perceived accuracy of fake news and 
the tendency to rate random pseudo-profound sentences (e.g., ‘Wholeness quiets infinite phenomena’) as 
profound.”70 They concluded that the common factor for people believing falsities is a lack of skepticism 
or “reflexive open-mindedness.”71 Additionally, Surma and Oliver conducted surveys to build a credulity 
scale and similarly found that certain participants were more likely to believe false news if they generally 
endorsed ambiguous statements as true; however, those who were more skeptical of the same 

 
64 Baugut, Philip, and Katharina Neumann. 2020. "Online propaganda use during Islamist radicalization." Information, Communication and 
Society 23(11): 1570-1592. 
65 Aarten, Pauline GM, Eva Mulder, and Antony Pemberton. 2018. "The narrative of victimization and deradicalization: an expert view." 
Studies in Conflict and Terrorism 41(7): 557-572. 
66 Biltoft, Carolyn N. 2020. “The Anatomy of Credulity and Incredulity: Or, a Hermeneutics of Misinformation, The Harvard Kennedy School 
(HKS) Misinformation Review, 1:2.  
67 Kahan, Dan M. 2017. “Misconceptions, Misinformation, and the Logic of Identity-protective Cognition.” The Cultural Cognition Project, May 
24. Yale Law School.  
68 Kahan, Dan M. 2017. “Misconceptions, Misinformation, and the Logic of Identity-protective Cognition.” The Cultural Cognition Project, May 
24. Yale Law School.  
69 Levine, Timothy R., Narissra M. Punyanunt-Carter and Alivia Moore. 2021. “The Truth-Default and Video Clips: Testing the Limits of 
Credulity.” Communication Studies, 72:2, 133-145.  
70 Pennycook, Gordon, and David G. Rand. 2018. “Who falls for fake news? The roles of bullshit receptivity, overclaiming, familiarity, and 
analytic thinking.” Journal of Personality. 88:185–200.  
71 Pennycook, Gordon, and David G. Rand. 2018. “Who falls for fake news? The roles of bullshit receptivity, overclaiming, familiarity, and 
analytic thinking.” Journal of Personality. 88:185–200.  
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ambiguous statements tended to not believe true information either. Furthermore, they found that 
providing more information led to more belief in the information regardless of the truth of the claim.72 
 
In many cases, a connection to a motivating ideology is necessary, but perhaps not sufficient, to move an 
individual along the spectrum from radicalization to mobilization.73 A study following the estimated 
5,000 men and 550 women from Western countries who joined the Islamic State found that the 
adherents predictably identified their religious beliefs as the causal driver behind their decision to take 
action.74 This motivating ideology allowed individuals to believe that they were securing a position in the 
afterlife and pursuing an important role in an ideologically pure state.75 They may additionally have felt 
as though they were defending Islam, accessing pride in their religious identity, or attaining religious 
fulfillment.76 These ideological desires square with the Islamic State’s primary narrative that jihad is a 
religious duty.77 Tracing causal motivation to an ideology or religion is difficult because the individual is 
likely to name this factor as dominant in their decision-making process as a way of lending social 
credibility to their decision. For example, it may be more attractive for an individual joining the Islamic 
State to view their journey as a symbolic religious migration than the complicated result of a plurality of 
factors.78 
 
Societal (Structural) Level Factors 
Social Validation and Influencer Culture 
At the root of a producer's ability to influence is a network of humans, who are relied upon to further 
share messages. It is distinct and narrow niches that provide the stage for targeted conversations that 
engage specific groups of people and galvanize them to buy into an idea or product. The network relies 
on a feedback system between the influencer and the influenced and is constantly evolving.79 Influencers 
are only able to influence if they have large personal networks of people who are willing to believe what 
they have to say. The more people in influencers’ networks, the more reach they have. Additionally, the 
more closely connected that network of people is to each other, with smaller influential individuals 
within them, the more likely an influencer’s message will be able to penetrate social circles.80 
 
The main basis for the power that influencers wield is social validation. Social validation is one of the key 
external factors that originates with theories regarding group belonging and influence. Psychologists 
began to understand how individuals undergo radicalization by studying the impact of group, or 

 
72 Surma, Katherine, and Eric Oliver. 2018. “Believe It or Not? Credulity, Skepticism, and Misinformation in the American Public.” American 
Politics Workshop. March 5. University of Wisconsin, Madison.  
73 Perešin, Anita. 2015. “Fatal Attraction: Western Muslimas and ISIS.” Perspectives on Terrorism 9, no. 3:21-38.  
74 Perešin, Anita. 2018. “Why Women from the West are Joining ISIS.” International Annals of Criminology Volume 56, no. 1-2:32-42.  
75 Perešin, Anita. 2018. “Why Women from the West are Joining ISIS.” International Annals of Criminology Volume 56, no. 1-2:32-42.  
76 McCabe, Thomas R. 2016. “A Strategy for the ISIS Foreign Fighter Threat.” Foreign Policy Research Institute 60 (1):140-153.  
77 Farwell, James P. 2014. “The Media Strategy of ISIS.” Global Politics and Strategy 56 (6): 49-55.  
78 Perešin, Anita. 2018. “Why Women from the West are Joining ISIS.” International Annals of Criminology Volume 56, no. 1-2:32-42.  
79 Schaffer, Neal. 2020. The Age of Influence: The Power of Influencers to Elevate Your Brand, New York: Harper Collins. 
80 Pudjajana, Andre Maureen, Danny Manongga, Ade Iriani, and Hindriyanto Dwi Purnomo. 2018. "Identification of Influencers in Social 
Media using Social Network Analysis (SNA).” Paper presented at International Seminar on Research of Information Technology and 
Intelligent Systems (ISRITI). November.  
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collective, identity on personal identity. 81 Young people are particularly susceptible to radicalization 
because of their incredibly strong desire for belonging and identity; often they feel that memberships in 
extremist groups can fulfill their need to belong or provide social validation. Researchers also are 
attracted to these group-based theories because they do not assume any alteration of personality or 
morals of an individual because their actions are projected externally.82 Social validation plays a critical 
role in the process of moving on a spectrum from radicalization to mobilization by 1) catalyzing decisions 
through psychological reinforcement; and 2) providing practical support to the individual. 
 
An attempt at understanding this process of radicalization relies on the four steps of social learning 
theory. First, individuals learn behaviors through social interactions in the step of “differential 
association.” Second, individuals adopt neutral definitions “towards extreme beliefs condoning violence” 
and begin to dehumanize those outside the circle of social validation through the step of “neutralizing 
definitions.” Third, in “differential reinforcement,” beliefs are reinforced by sources in the individual’s 
environment. Finally, these sources reinforce the mimicking of desired behaviors through the step of 
“imitation of modeled behaviors.” 83 In each stage, credible voices lay the foundation for the recruit’s 
every step. The pace of radicalization “fluctuates with the intensity, frequency, and endurances of the 
interactions between the recruit and [the recruiter].”84 The more frequent and intense the interactions, 
the more likely the group is to convince a recruit to mobilize.  
 
After the initial process of radicalization, an individual’s behaviors can be catalyzed or inhibited in the 
direction of mobilization by key social validators. Family, social networks, close friends, law enforcement, 
and credible community voices act as catalysts or inhibitors in a decision-making process.85 These 
connections may also provide a practical set of options to the recruit – ranging from donating to a cause 
to moving overseas – which lowers the barrier of entry to action.86 This process can be practically 
visualized through two case studies. First, that of the Islamic State, and second, that of cults around the 
world.  
 
The Islamic State specifically employs women as recruiters to target Western women in congruence with 
the idea that social validation is most effective when the validator shares life experience with the 
potential target. These female recruiters take to social media in an attempt to convince other women to 
leave their lives behind and mobilize for the jihadist cause – sharing detailed narratives of life inside the 
Islamic State, training female recruits for roles like “housewife,” giving direction on dress and behavior, 

 
81 Dalgaard-Nielsen, Anja. 2008. “Studying violent radicalization in Europe II: The potential contribution of socio-psychological and 
psychological approaches.” Danish Institute for International Studies.  
82 Dalgaard-Nielsen, Anja. 2008. “Studying violent radicalization in Europe II: The potential contribution of socio-psychological and 
psychological approaches.” Danish Institute for International Studies.  
83 Shapiro, Lauren R. 2019. “Women’s Radicalization to Religious Terrorism: An Examination of ISIS Cases in the United States.” Studies in 
Conflict and Terrorism 42 (1-2): 15.  
84 Shapiro, Lauren R. 2019. “Women’s Radicalization to Religious Terrorism: An Examination of ISIS Cases in the United States.” Studies in 
Conflict and Terrorism 42 (1-2): 15.  
85 National Counterterrorism Center. 2010. “(U) Radicalization Dynamics: A Primer.” National Counterterrorism Center’s Radicalization and 
Extremist Messages Group. 
https://www.brennancenter.org/sites/default/files/Radicalization%20Dynamics%20Primer%20Sept.%202010_0.pdf.  
86 Stacey, Morgan. 2016. “Americans, ISIS, and Social Media: How the Material Support Statute Can Help Combat Against Their Collision.” 
Notre Dame J.L. Ethics and Pub 30. 201-224.  
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and offering practical tips on vaccinations.87 This peer-group validation plays on the vulnerabilities of 
disillusioned Western women who may already feel isolated from society and invites them to share in an 
experience with women who are similar to them.88 Personal contacts also remove practical obstacles to 
mobilization. Pre-mobilization, recruiters offer multilingual tips on the necessity of warm clothes, 
establishing communication with family, and acquiring travel documents. When traveling, recruiters 
promise to meet recruits at the airport, provide key phone numbers if trouble arises, and even arrange 
lawyers for waylaid travelers in connection countries like Turkey.89 Whether or not these services are 
indeed offered, the very promise of support eases the transition and uncertainty of potential recruits, and 
provides tangible evidence that they are now a member of the “in-group” who will be provided for.  
 
A series of studies on the Islamic State have sought to verify and quantify the effects of social validation. A 
study on European Islamic State recruits sought to quantify the nuances of social validation and found 
that a mere 18 percent of European recruits to the Islamic State were radicalized online whereas the 
remainder relied on in-person connections.90 They further identified contact with a local imam in 23 
percent of cases and friends who had also gone to fight in 30 percent of cases.91 A study on “Popjihadism” 
also identified a personal connection with a local imam as the single most important factor in a recruit's 
calculus.92 In-person connections played an outsized role in comparison to online contacts, although the 
majority of recruits first learned about the group online. A study on American “homegrown” Al-Qaeda-
inspired fighters found that, “peer immersion nearly always preceded public expressions of a desire for 
action.”93 In short, social validation plays an extraordinarily important role in a variety of practical case 
studies and diagnostic efforts.  
 
The power of social validation also plays a central role in cult recruitment. A case study of recruitment 
techniques in the Aum Shinrikyo in Japan that ultimately killed 12 and injured 5,500 in the 1995 sarin 
attacks found that the cult recruiters specifically formed personal relationships with students on college 
campuses.94 The recruiters created on-campus recruiting stations where they began to develop 
relationships and offered detailed and structured programs to vulnerable students who were 
unaccustomed to decision-making.95 The stable adult presence and direction in the student’s lives 
ultimately pushed several to join the cult.  
 

 
87 Perešin, Anita. 2018. “Why Women from the West are Joining ISIS.” International Annals of Criminology Volume 56, no. 1-2:32-42.  
88 Perešin, Anita. 2018. “Why Women from the West are Joining ISIS.” International Annals of Criminology Volume 56, no. 1-2:32-42.  
89 Perešin, Anita. 2015. “Fatal Attraction: Western Muslimas and ISIS.” Perspectives on Terrorism 9, no. 3:21-38.  
90 Busse, Nikolas. 2014. “Arbeitslose and Straftäter ziehen in den heiligen Krieg,” Frankfurter Allgemeine. 
www.faz.net/aktuell/politik/dschihad-in-deutschland-zieht-arbeitslose-und-straftaeter-an-13287950.html. 
91 Busse, Nikolas. 2014. “Arbeitslose and Straftäter ziehen in den heiligen Krieg,” Frankfurter Allgemeine. 
www.faz.net/aktuell/politik/dschihad-in-deutschland-zieht-arbeitslose-und-straftaeter-an-13287950.html. 
92 Franz, Barbara. 2015. “Popjihadism: Why Young European Muslims Are Joining The Islamic State.” Mediterranean Quarterly 26(2): 5-20.  
93 Klausen, Jytte. 2016. “A Behavioral Study of the Radicalization Trajectories of American “Homegrown” Al-Qaeda-Inspired Terrorism 
Offenders.” U.S. Department of Justice. https://www.ojp.gov/pdffiles1/nij/grants/250417.pdf  
94 Yoshihide, Sakurai. 2008. “The Cult Problem in Present-Day Japan.” Graduate School of Letters, Hokkaido University 3: 29-38.  
95 Yoshihide, Sakurai. 2008. “The Cult Problem in Present-Day Japan.” Graduate School of Letters, Hokkaido University 3: 29-38.  
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Rejection from Society & Refuge on the Internet  
The internet offers opportunities for radicalization and mobilization by creating echo chambers, 
accelerating the process of connection, providing a substitute for physical contact, increasing the 
prevalence of self-radicalization, and providing a refuge for those who want to escape society.96 By 
providing an alternative to physical or social isolation, social media can empower those who feel 
marginalized by society.97 Individuals are more likely to seek out groups and media that affirm their 
beliefs rather than challenge their assumptions, a desire which the online world readily fulfills.98  
 
Even before establishing a clear motivating ideology, young people are “drawn in by attachments to those 
already embedded in [a group] as a way to thwart the loneliness.”99 The Office of the Director of National 
Intelligence explicitly identifies “social isolation” as a risk factor in the terrorist mobilization process.100 
Those at particular risk are “youth in transitional stages,” who are in the process of seeking identity, 
certainty, social connection, or glory.101 The freedom of Western society in particular may be paralyzing 
to young people who see “freedom as oppressive since they lack the personal or social means for actually 
using a high degree of freedom to improve their lives.”102 Close online communities offer a welcome 
reprieve and provide community to isolated individuals. 
 
Community Suffering and Culture 
Individuals may be driven to action by a desire for revenge for community oppression and/or be drawn 
into a group as a refuge from collective suffering.103 Particularly for radical Islamic organizations like the 
Islamic State, the most common reason presented for mobilization on social media or other public 
channels is the desire for revenge against governments and societies that have propagated the 
persecution of Muslims worldwide.104 This suffering can manifest as a mobilizing factor on two levels. 
First, societal-level cultural or religious suffering can provide the underpinnings of group ideology and 
serve as a catalyst for collective action. Groups may leverage the discrimination faced by Muslims in 
Western countries, anger about international intervention in predominately Muslim nations, or 
theological arguments about the need for societal purification as incentives for revenge. This kind of 
rhetoric may trigger the Hemingway Phenomenon in which individuals perceive themselves and their 
actions as altruistic in “freeing” an oppressed population or choosing the “right” side to become 

 
96 McDowell-Smith, Anne Speckhard, and Ahmet S. Yayla. 2017. “Beating ISIS in the Digital Space: Focus Testing ISIS Defector Counter-
Narrative Videos with American College Students.” Journal of Deradicalization 10:50-76.  
97 Chatfield, Akemi Takeoka, Christopher G. Reddick, and Uuf Brajawidagda. 2015. “Tweeting propaganda, radicalization and recruitment: 
Islamic state supporters and multi-sided twitter networks.” 16th Annual International Conference on Digital Government Research 239-249.  
98 Zúñiga, Homero Gil de, Teresa Correa, and Sebastian Valenzuela. 2012. “Selective Exposure to Cable News and Immigration in the U.S.: The 
Relationship Between FOX News, CNN, and Attitudes Toward Mexican Immigrants.” Journal of Broadcasting and Electronic Media, 56(4): 
597–615.  
99 Yu, Seong Hun, and Omar Sultan Haque. 2016. “Vulnerabilities among young Westerners joining ISIS.” Brown University Child and 
Adolescent Behavior Letter 32 (2):1-6.  
100 NCTC, FBI, DHS. 2019. “Homegrown Violent Extremist Mobilization Indicators.” National Counterterrorism Council. 
https://www.dni.gov/files/NCTC/documents/news_documents/NCTC-FBI-DHS-HVE-Mobilization-Indicators-Booklet-2019.pdf.  
101 Yu, Seong Hun, and Omar Sultan Haque. 2016. “Vulnerabilities among young Westerners joining ISIS.” Brown University Child and 
Adolescent Behavior Letter 32 (2):1-6.  
102 Yu, Seong Hun, and Omar Sultan Haque. 2016. “Vulnerabilities among young Westerners joining ISIS.” Brown University Child and 
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103 McCabe, Thomas R. 2016. “A Strategy for the ISIS Foreign Fighter Threat.” Orbis 60 (1):140-153.  
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heroes.105 On a second level, societal-level oppression may serve as a more personal motive for action. 
Individuals who experience social marginalization, lack of opportunity for themselves and their families, 
or the failure of integration policies may develop personal grievances that drive them to action.106 On 
both levels, seeing the lack of response to perceived or realized oppression from civil societies, 
governments, or even local religious institutions may further incite a desire to mobilize.107 It is difficult to 
discern the causality of claims on oppression and collective suffering given the differentiation between 
individual and group motives. For example, an individual may claim that he or she carried out an attack 
because of his or her desire for collective revenge but, in reality, his or her desire was motivated by a 
more pluralistic calculus involving personal factors like financial incentives. There is also likely a greater 
incentive for an individual to publicly divulge a political or religious motive than a personal one, 
furthering complicating the discernment of their true motive.108 
 
Movements can also function as preemptive reactions to the fear of group oppression or the perception 
that one's social power is being diminished. A study of right-wing extremism in the United States found 
that movements serve as “collective reactive efforts to safeguard threatened social statuses or group 
values.”109 These types of groups gain support from those who perceive a difference between their 
expected and actual power and “resent current social arrangements.”110 A similar effect is observed 
among veterans who are “particularly vulnerable” to mis- and dis-information if the right emotional 
triggers are activated.111 By imitating rhetoric familiar to veteran experiences, and galvanizing action 
through manipulated validation of those triggers, foreign adversaries can use social media to unify 
veteran groups against any “injustices” taken against them in relation to their veteran experiences. This 
includes the perceived minimization of their rightful benefits, disrespectful language, and/or anything 
that undermines their veteran identity. 
 
The Islamic State and other radical groups tend to paint the world in black and white and present 
coherent narratives featuring their actions as the panacea to a host of societal and political problems.112 
The effectiveness of the Islamic State’s pitch, for example, relies on its cultivated image as an 
“unstoppable, impeccable power.”113 The Islamic State does not shy away from accurate depictions of the 
lives of its fighters and even emphasizes the strictness of laws to recruits, suggesting that the idealistic 

 
105 Franz, Barbara. 2015. “Popjihadism: Why Young European Muslims Are Joining The Islamic State.” Mediterranean Quarterly 26(2): 5-20.  
106 Franz, Barbara. 2015. “Popjihadism: Why Young European Muslims Are Joining The Islamic State.” Mediterranean Quarterly 26(2): 5-20.  
107 National Counterterrorism Center. 2010. “(U) Radicalization Dynamics: A Primer.” National Counterterrorism Center’s Radicalization and 
Extremist Messages Group. 
https://www.brennancenter.org/sites/default/files/Radicalization%20Dynamics%20Primer%20Sept.%202010_0.pdf.  
108 National Counterterrorism Center. 2010. “(U) Radicalization Dynamics: A Primer.” National Counterterrorism Center’s Radicalization and 
Extremist Messages Group. 
https://www.brennancenter.org/sites/default/files/Radicalization%20Dynamics%20Primer%20Sept.%202010_0.pdf.  
109 Blee, Kathleen M. 1996. “Becoming a Racist: Women in Contemporary Ku Klux Klan and Neo-Nazi Groups.” Gender and Society 10(6): 683.  
110 Blee, Kathleen M. 1996. “Becoming a Racist: Women in Contemporary Ku Klux Klan and Neo-Nazi Groups.” Gender and Society 10(6): 683.  
111 Goldsmith, Kristofer. 2019. "An Investigation Into Foreign Entities Who Are Targeting Servicemembers and Veterans Online." Vietnam 
Veterans of America. September 7.  https://vva.org/wp-content/uploads/2019/09/VVA-Investigation.pdf 
112 Yu, Seong Hun, and Omar Sultan Haque. 2016. “Vulnerabilities among young Westerners joining ISIS.” Brown University Child and 
Adolescent Behavior Letter 32 (2):1-6. 
113 Shane, Scott, and Ben Hubbard. 2014. “ISIS Displaying a Deft Command of Varied Media.” New York Times. 
https://www.nytimes.com/2014/08/31/world/middleeast/isis-displaying-a-deft-command-of-varied-
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religious lifestyle of a jihadi is appealing to converts who wish to live in a different type of world.114 
Recruits may be drawn in by the sense that they are participating on the correct side of history on behalf 
of a worthy moral or political crusade. 
 
Out-Group versus In-Group Dynamics  
There are a multitude of sociological theories that attempt to explain how external pressures may lead to 
mobilization or radicalization.115 The first example is the relative deprivation hypothesis which describes 
the condition in which the perception of deprivation of economic or social or cultural benefits one feels 
entitled to can make an individual susceptible to mobilization. Another psychological-based theory 
known as the frustration-aggression hypothesis describes a situation in which an individual may react 
with fight or flight instincts upon finding their ambitions blocked. If an individual suffers extensive 
humiliation, the humiliation-revenge mechanism occurs leaving the individual feeling a subsequent urge 
for revenge on those perceived as responsible for the humiliation.116 Many of the reactionary hypotheses 
to external pressures are founded in social learning theory. The social learning theory posits that 
aggression is neither a more or less automatic response to intolerable political or socioeconomic 
conditions nor an innate drive; rather, it is a behavior which follows observation and imitation of an 
aggressive model.117 Thematic sociological understanding of violent radicalization often looks to the 
“othering” or discrimination felt by the radicalizing individual that can happen through relative 
deprivation, gender or racial/ethnical stereotyping, oppression, or cultural values.  
Authors have discussed and presented a model of factors that ties together many of the macro-, micro-, 
and meso-theoretical approaches for violent radicalization. The socio-ecological based model details 
three phases that include: (1) sensitivity, (2) group membership, and (3) action.118 In the initial 
sensitivity phase, a sensitive, or vulnerable, individual experiences personal uncertainty about their 
values and worldview and set out on a quest for significance to find a community and/or belief system to 
counteract the feeling of “otherness” that he or she experiences on a daily basis. This first phase, wherein 
a quest for significance occurs, encompasses processes that support the notion that individuals seek 
social validation and acceptance when forming personal values.119 In the quest for a purpose, vulnerable 
individuals are targeted by groups founded on extremist ideologies seeking to recruit new members. 
During this second phase of group membership, a cognitive opening occurs because a mutual 
commitment is forming between the recruit and the violent radical group. 120 There are multiple 
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psychological theories attempting to identify the mechanisms that allow group membership to solidify, 
such as identity fusion, social learning theory, and general group theory. If group membership is 
solidified, the final phase of action is initiated. In order to encourage newly initiated members to act 
violently on behalf of the group, existing members/recruiters may use ideological propaganda or 
traumatic life experiences (confrontation with death of a loved one) to encourage members to victimize 
themselves alongside the in-group and dehumanize the out-group.121 While a socio-ecological model does 
not integrate all perspectives, it is a good step in the direction of taking a more whole-of-group approach 
to understanding violent radicalization. 
 
A binary in-group/out-group paradigm supports the process of radicalization by constructing both a 
stronger in-group identity and greater animosity towards potential out-group targets. The Islamic State 
recruiters, for example, encourage the development of selective empathy among potential recruits by 
emphasizing the pain, vulnerability, and loneliness of Muslims in Western society rather than focusing on 
the violence inflicted by its own campaigns.122 In short, it encourages empathy for those who fit within 
the narrative of its cause. Empathizing with one side of the story frames the recruit’s world in black and 
white by creating clear “in” and “out” groups that “frames the Islamic State as the champion of Sunni 
Muslims (the in-group identity), its enemies as others complicit in Sunni perceptions of crisis, and the 
Islamic State as the only hope for solving this malaise.”123 Other groups adopt similar tactics to 
dehumanize their identified enemies, which reinforces the validity of action associated with their 
respective ideologies.  
 
Identity Fusion  
Identity fusion has developed as a more precise revision to general social identity/group theories to 
explain radicalization. Identity fusion is the visceral feeling of oneness with a group where the union is so 
strong that the boundaries that typically demarcate the personal and social self become highly 
permeable. Boundaries between the social and personal self become so permeable that aspects of each 
self-identity flow readily into the other. Once identities are completely fused, the borders between the 
social and personal identities become porous but do not diminish the integrity of either individual 
identity.124 The porous nature between the personal self and group self remains the key distinction to 
previously existing group theories, in which there often lies an assumption that the personal self is lost 
during the creation of a collective identity. Three assumptions are present within identity fusion: (1) all 
interactions are located on an interpersonal-intergroup continuum; (2) when salient and group members 
define themselves in terms of their social identity, they will depersonalize; and (3) individual differences 
exist in the extent to which social categories or group memberships are salient.125 
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and de-radicalization.” Current Opinion in Psychology, 11: 79-84.  
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Identity fusion originated from theories including Durkheim’s concept of “mechanical solidarity” and 
“collective effervescence,” Victor Turner’s notion of “spontaneous communitas,” Alan Fiske’s notion of 
communal sharing and Harvey Whitehouse’s deposition of the imagistic mode of religiosity.126 Identity 
fusion is theorized to occur via three pathways according to Whitehouse: (1) undergoing transformative 
experiences with other group members that shape the personal and group identities of participants; 
these experiences are remembered as distinct episodes and formed as personal life history; (2) perceived 
sharing of essentialized biological properties with the group in the form of inherited phenotypic 
characteristics – local fusion; and (3) perceived out-group threat.127 Importantly, studies have shown that 
individuals with more highly fused identities espouse greater willingness to take action on behalf of the 
group.128 
 
Selective Adoption  
Selective adoption occurs when an individual shapes the identity of the group around their own self-
interests, selectively adopting certain facets of the group ideology while rejecting others as he or she 
negotiates the union between their individual identity and that of the group. A study of why women 
would make the controversial decision to join an organized racist group like the Ku Klux Klan (KKK) 
helps visualize this process of selective adoption by explaining that women have to “construct self-
understandings that fit agendas of the racist movement.”129 
 
In order to join groups that have “male-oriented agenda[s],” women have to rationalize their decisions by 
filtering the ideology to square with their own self-understandings.130 For example, the studied group of 
KKK-supporting women adopted the tenets of organized racism that dominated the group ideology but 
refused to believe in, participate in, or defend patriarchal facets of the group. In other words, they 
“selectively disregarded aspects of the ideologies… that [were] at variance with their personal goals.”131 
Many recruits even actively pointed out their disagreements with the core ideology of the group when 
justifying their involvement to out-group members, like the interviewer. This process can account for the 
often-extant gap between organizational propaganda and the manner in which individual members 
define the goals and pursuits of the group to close social contacts.132 Individuals may even be conscious 
and accepting of the disagreement as a way to justify their involvement to themselves and others.  
 
The increasing power and prevalence of social media has also encouraged the proliferation of dialogical 
interactions that lead to processes of selective adoption. As two-sided networks allow the exchange of 
information between parties, they facilitate more active engagement with media. Rather than simply 

 
126Swann, William, Ángel Gómez, Jolanda Jetten, and Harvey Whitehouse. 2012. “When group membership gets personal: A theory of identity 
fusion.” Psychological Review, 119(3): 441-456.  
127 Whitehouse, Harvey. 2018. “Dying for the group: Towards a general theory of extreme self-sacrifice.” Behavioral and Brain Sciences, 
41(192): 1–62.  
128 Kavanagh, Christopher M., Rohan Kapitány, Idhamsyah Eka Putra, and Harvey Whitehouse. 2020. "Exploring the pathways between 
transformative group experiences and identity fusion." Frontiers in Psychology 11: 1172. 
129 Blee, Kathleen M. 1996. “Becoming a Racist: Women in Contemporary Ku Klux Klan and Neo-Nazi Groups.” Gender and Society 10(6): 680. 
130 Blee, Kathleen M. 1996. “Becoming a Racist: Women in Contemporary Ku Klux Klan and Neo-Nazi Groups.” Gender and Society 10(6): 680. 
131 Blee, Kathleen M. 1996. “Becoming a Racist: Women in Contemporary Ku Klux Klan and Neo-Nazi Groups.” Gender and Society 10(6): 680. 
132 Blee, Kathleen M. 1996. “Becoming a Racist: Women in Contemporary Ku Klux Klan and Neo-Nazi Groups.” Gender and Society 10(6): 680. 



UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

     

Influence-to-Action Model Development                                22 
UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

viewing a piece of propaganda, the potential recruit can now directly interact with the host of the 
information in a process that is “dynamic in nature.”133 The recruit and the recruiter both have increased 
power to shape the form of the interaction in ways that rationally align with their goals. The relationship 
is now a co-constructive one in which a recruit can more easily square personal motivations with the 
broader ideology of the group. In realms of entertainment, media, and propaganda, followers are “not just 
the recipients, but the custodians” of information, creating a more intimate and personalized 
interaction.134  
 
Culture of Conspiracy in Alternative Sources 
The community developed around conspiracy theories provides members social validation and an outlet 
to express grievances.135 Goertzel performed some of the most groundbreaking work that future theories 
built on concerning these communities and forums. In 1994, Goertzel developed a theory that the best 
indicator for someone believing in one conspiracy theory is if that person believes in other conspiracy 
theories.136 In this same study, he found that belief in conspiracy theories was also “correlated with 
anomia, lack of interpersonal trust, and insecurity about employment.”137 Similar to simple confirmation 
bias in media, where viewers visit sources they know are offering a very limited view of events, those 
who believe in conspiracy develop a loyalty to their media community.138 People seem to believe in the 
culture of conspiracy theories rather than any particular theory. They frequently believe in contradictory 
theories in order to defend the culture of conspiracies as a whole.139 Wood et al. found that “even 
mutually incompatible conspiracy theories are positively correlated in endorsement.” 140 A central theme 
of this incompatibility is not a belief in a particular theory, but in the belief that there was a cover-up.  
 
Douglas et al. do not believe that the conspiracy community is a closed loop of logical and connecting 
information, rather a free-form community that is willing to accept any variation on a conspiracy theory 
as long as it is contrary to the norm.141 Social networks also contribute to the prevalence of conspiracy 
theories. Evolution has biased humans towards thinking in terms of patterns and causal relations to 
maximize our own survival.142 The more information-rich an environment is, the easier it is to cognitively 
construct patterns out of a series of data. In the extraordinarily information-rich environment of social 

 
133 Chatfield, Akemi Takeoka, Christopher G. Reddick, and Uuf Brajawidagda. 2015. “Tweeting propaganda, radicalization and recruitment: 
Islamic state supporters and multi-sided twitter networks.” Paper presented at the 16th Annual International Conference on Digital 
Government Research 239-249.  
134 Cocker, Hayley L., James Cronin. 2017. “Charismatic authority and the YouTuber: Unpacking the new cults of personality.” Marketing 
Theory 17 (4): 461.  
135 Goertzel, Ted. 1994. "Belief in conspiracy theories." Political psychology: 731-742. 
136 Goertzel, Ted. 1994. "Belief in conspiracy theories." Political psychology: 731-742. 
137 Goertzel, Ted. 1994. "Belief in conspiracy theories." Political psychology: 731-742. 
138 Zúñiga, Homero Gil de, Teresa Correa, and Sebastian Valenzuela. 2012. “Selective Exposure to Cable News and Immigration in the U.S.: 
The Relationship Between FOX News, CNN, and Attitudes Toward Mexican Immigrants.” Journal of Broadcasting and Electronic Media, 56(4): 
597–615. 
139 Wood, Michael J., Karen M. Douglas, and Robbie M. Sutton. 2012. "Dead and alive: Beliefs in contradictory conspiracy theories.” Social 
Psychological and Personality Science, 3 (6), 767–773. 
140 Wood, Michael J., Karen M. Douglas, and Robbie M. Sutton. 2012. "Dead and alive: Beliefs in contradictory conspiracy theories.” Social 
Psychological and Personality Science, 3 (6), 767–773. 
141 Douglas, Karen M., Robbie M. Sutton, Daniel Jolley, and Michael J. Wood. 2015. "The social, political, environmental, and health-related 
consequences of conspiracy theories." The Psychology of Conspiracy: 183-200. 
142 Friedman, Richard A. 2020. “Why Humans Are Vulnerable to Conspiracy Theories.” Psychiatric Services 72 (1): 3-4.  
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networks, individuals have immediate access to myriad data that can be constructed to “strengthen our 
tribal unity and confirm our biases and prejudices” in line with conspiracy theories.143 
 
A large problem with combating conspiracy theories, particularly in objective fields like science and 
medicine, is that they deal with emotions rather than facts.144 Any attempt to combat these theories with 
objective reasoning or fact is essentially futile, especially when the root for these theories is based in the 
need for someone to blame for societal woes.  
 

Initial Model Components and Variables 
This section describes the components and variables contained in the initial Influence-to-Action Model (I-
AM). As we set about extracting the variables from our literature review to develop the I-AM, we 
classified the variables into three categories: payload, delivery system, and trigger. In the model, we refer 
to these categories as “model components.” As we conducted model validations subsequent to the initial 
model development, we adjusted both the model components and the variables contained in the model. 
These staged evolutions are described in this report at the end of each validation steps. 
 
Payload Component 
For influence operation messaging to be successful, it requires content that is designed to entice and elicit 
the target audience to act – a payload, if you liken the messages as the weapons employed in influence 
operations. We named this component the Payload Component for the I-AM. The Payload Component 
includes variables that are relevant to threats and opportunities in the social movement tradition. 
Variables relevant to threats can also be conceptualized as threats described in political process theory as 
individual (internal) level variables. On the other hand, variables relevant to opportunities can be 
conceptualized as societal (structural) level variables in the political process theory perspective. 
Individual (Internal) Level Variables145 
The literature review has identified the following variables related to threats at the micro-/individual-
level: 
• Emotional connection: The message includes an attempt to appeal to the emotions of the target 

audience. For example, a nation-state, in order to entice a specific ethnic diaspora living in the United 
States, frames the message in the “perspective” of a member of that ethnic diaspora and tells the 
hardship of living in the United States that most members of the diaspora can identify with. 

• Identity (Threat to): The message clearly identifies (explicitly) threat(s) to the commonly 
perceived/accepted identity of the target audience. For example, the message clearly identifies that 
people with certain ideologies in the United States are not approving of people of certain ethnicity. 

• Culture (Threat to): The message clearly identifies (explicitly) threat(s) to the commonly 
perceived/accepted culture of the target audience. For example, the message clearly identifies that 

 
143 Friedman, Richard A. 2020. “Why Humans Are Vulnerable to Conspiracy Theories.” Psychiatric Services 72 (1): 3-4.  
144 Goertzel, Ted. 2010. "Conspiracy theories in science: Conspiracy theories that target specific research can have serious consequences for 
public health and environmental policies." EMBO reports 11(7): 493-499. 
145 For literature used to extract the variables listed in this sub-section, please see “Individual (Internal) Level Factors” section of this 
document above. 
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people with certain ideologies in the United States are not approving of people living in a diaspora, 
who are not assimilating to the “American culture.” 

• Identity affirmation: The message either explicitly or implicitly states that you – the target audience 
– is of a certain identity (that aligns with the reader’s identity), and that you should be proud of your 
identity. 

• Victim affirmation: The message either explicitly or implicitly states that you – the target audience – 
are being victimized due to an aspect of your identity, social status, economic status, race, ethnicity, 
etc. For example, the message implies that people who meet certain criteria are not able to advance 
further in the society because another group within society (e.g., another social class) is 
systematically placing barriers to prevent the advancement of those people. 

• Victimization: The message either explicitly or implicitly states there is a need to “right the wrong” 
or “fight against injustice”; therefore, your actions against those who have made you a victim are 
justified. 

• Persistent/increasing threat (against these “shared” connections): The message’s explicitly or 
implicitly stated threats against the target audience are persistent and/or increasing. 

 
Societal (Structural) Level Variables146 
The literature review has identified the following variables related to opportunities at the macro-
/structural-level: 
• Clearly identified in-group: The message clearly identifies (explicitly) who – in this case the target 

audience – is the in-group and that this in-group is an exclusive group that others cannot be a part of. 
• Clearly identified out-group (Othering): The message clearly identifies (explicitly) the culprit that 

can be “blamed” for the threats against the target audience. 
• Clearly stated alternative future: The message explicitly identifies that by taking action, there is an 

alternative future where threats against the target audience will diminish or even be eliminated. 
• Purported lack of response: The message explicitly identifies that no one is doing anything to stop 

and/or reverse the threat against the target audience. 
• Social validation: The message explicitly states doing something about the identified injustice is 

correct, justified, and/or legitimate. 
 

Delivery System Component147 
Delivery system is a required component of any weapon system. Influence operations are no different. 
There must be a delivery mechanism to deliver the content of the message. We, therefore, name this next 
group of I-AM variables, the Delivery System Component. The Delivery System Component includes 
variables that are relevant to message acceptance and propagation.  This component can be sub-divided 
into two sub-components: Delivery Strength and Timing; and Delivery Method. 
 

 
146 For literature used to extract variables listed in this sub-section, please see “Societal (Structural) Level Factors” section of this document 
above. 
147 For literature used to extract variables listed in this sub-section, please see “Psychological Theories Regarding Information Absorption 
and Propagation” and “Social Validation and Influencer Culture” sub-sections of this document above. 
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Delivery Strength and Timing 
• Intensity: Forcefulness of the message being delivered – how forcefully and explicitly does the 

message convey threats and opportunities to the target audience? Literature shows that the higher 
the intensity of the message, the higher the impact of the influence operation. 

• Duration: For both online and in-person, how long is the target audience staying to learn about the 
message that is being delivered? Literature shows that the higher the duration (e.g., more time one 
spends on a website and/or more time one spends listening to the podcast, etc.) the higher the impact 
of the influence operation. 

• Frequency: The length of time between release of new messages and/or the length of time between 
in-person meetings. Literature shows that the more frequent the contact – both virtually and in-
person – the higher the impact of the influence operation. 

 
Delivery Method 
• Method: Types of delivery method employed to deliver the messages. Literature shows that the more 

diverse the delivery method, the higher the propagation, the higher the probability of exposure to the 
target audience, and the higher the recruiting potential. The delivery methods can include in-person, 
online only, both, and other (such as letters or print media). For the online only delivery method, the 
delivery could be further sub-divided into synchronous and asynchronous. Synchronous delivery could 
include methods such as video conferences, real time game chat, and live chat, etc., while 
asynchronous delivery could include methods such as video message, text messages, and video 
message. 

 
Trigger Component 
• Call to Action: For influence operation messaging to be successful, it requires both the payload and 

delivery system components. Having these two components, however, is not enough. The message 
also must include a trigger component that calls people to action. We named this variable Call to 
Action, and we define it as “an explicit or implicit control mechanism included in the influence 
operation(s)’ message(s) designed to stimulate the target audience’s behavioral change.” An example 
of this is Smoky the Bear stating, “Only you can prevent forest fire!” at the end of an information 
campaign commercial about what people should do at their camp sites in order to minimize the 
chance of forest fires. 

 

Initial Influence-to-Action Model (I-AM) 
Based on the variables listed above, the initial Influence-to-Action Model (I-AM) can be expressed as the 
following function: 

𝐼𝐼𝐼𝐼𝐼𝐼 = 𝑓𝑓(𝐸𝐸𝑐𝑐,𝑇𝑇𝑖𝑖,𝑇𝑇𝑐𝑐,𝐴𝐴𝑖𝑖 ,𝐴𝐴𝑣𝑣 ,𝑉𝑉,𝑇𝑇𝑝𝑝,𝐺𝐺𝑖𝑖 ,𝐺𝐺𝑜𝑜 ,𝐹𝐹𝑎𝑎,𝑅𝑅𝑙𝑙 , 𝑆𝑆𝑣𝑣, 𝐼𝐼,𝐷𝐷,𝐹𝐹,𝑀𝑀,𝐶𝐶𝑎𝑎 ) 
Function 1: Preliminary Influence-to-Action Model (I-AM) Function 

 
Where: 
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Variable Notation Variable Name 
Impact of Influence Operations 

𝐼𝐼𝐼𝐼𝐼𝐼 Influence Operation – Influence-to-Action 
Payload Component 

Individual (Internal) Level Factors 
𝐸𝐸𝑐𝑐 Emotional Connection 
𝑇𝑇𝑖𝑖 Threats to Identity 
𝑇𝑇𝑐𝑐 Threats to Culture 
𝐴𝐴𝑖𝑖  Identity Affirmation 
𝐴𝐴𝑣𝑣 Victim Affirmation 
𝑉𝑉 Victimization 

Societal (Structural) Level Factors 
𝑇𝑇𝑝𝑝 Persistent and Increasing Threats 
𝐺𝐺𝑖𝑖 Clearly Identified In-Group 
𝐺𝐺𝑜𝑜 Clearly Identified Out-Group 
𝐹𝐹𝑎𝑎  Clear Alternative Future 
𝑅𝑅𝑙𝑙  Purported Lack of Response 
𝑆𝑆𝑣𝑣 Social Validation 

Delivery Component 
𝐼𝐼 Intensity 
𝐷𝐷 Duration 
𝐹𝐹 Frequency 
𝑀𝑀 Method 

Trigger Component 
𝐶𝐶𝑎𝑎 Call to Action 

Table 1: Preliminary Influence-to-Action Model (I-AM) Variable List 
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Initial Influence-to-Action Chain Template (I-ACT) 
As a part of this model development effort, we also developed the Influence-to-Action Chain Template (I-ACT) to provide a visual 
representation of how I-AM maps onto a generalized influence-to-action Escalation Pathway (See Figure 1 below). 
 

Figure 1: Initial Influence-to Action Chain Template (I-ACT)148

 
148 Not all paths lead to violence, though violence is shown as the ultimate outcome in the I-ACT. An individual may enter the first cycle and never move beyond that 
circle or move beyond it but never go beyond donating to the “cause”. Likewise, an individual may move through the entire path and get into the second cycle but never 
engages in any violence (either in the physical world or online). In fact, only a small percentage of the population ever engages in violence after moving through I-ACT. 
Additionally, individuals can also jump around within the Influence-to-action Escalation Pathway instead of following the linear pathway that is used as a visualization 
method to depict I-ACT. 
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Model Validation Case Studies 
In an effort to validate I-AM, we conducted three (3) case studies of historical and currently on-going 
foreign influence operations targeting the United States. The goals of the case studies were two-fold: 

1. determine factors included in the I-AM are identifiable and present in real-world influence 
operations; and, 

2. test I-AM’s hypothesis that more factors clearly included in an influence operation, higher the 
impact of that influence operation on its intended target. 

 

Case Study Selection Methodology 
Since the overall goal of the case studies were to determine the degree to which each influence 
operations contained the factors (variables) identified through the literature review as those that are 
likely to increase an influence operation’s impact on an audience, we first situated two case studies to 
influence operations conducted against the United States by the “same” foreign actor. We then performed 
a third case study of influence operations conducted against the United States by a different foreign actor 
to ensure that the model could perform regardless of the foreign actor conducting the operations. 
 
For the base line historical case to test the model, we selected Operation Denver, a Soviet Union influence 
operation conducted in the 1980s against the United States and her allies where it claimed that the 
human immunodeficiency virus (HIV) was a biological weapon created by the U.S. military to eliminate 
minority communities in the United States. For the comparative case study, we selected Operation 
Second Infektion, a Russian influence operation conducted between 2014 and 2020 where the threat 
actor attempted to divide the United States and her allies with a series of false narratives and forged 
documents designed to stoke axial, religious, or political hatred across wide-ranging topic areas. 
Although these two operations were technically conducted by two different foreign state actors, the 
modern Russian influence operations doctrine is an evolution of the old Soviet Union doctrine; thus, we 
felt confident treating these two selected cases as those conducted by the same foreign state actor. 
Finally, to ensure that the model’s performance is not dependent on the foreign state actor conducting 
the influence operation, we performed a case study of the ongoing Chinese influence operations on 
COVID-19. 
 
Beyond achieving the goal of testing the Influence-to-Action Model, as described in the previous section 
above, these case studies also allowed us to test for temporal validity of the model by testing it against 
the Soviet Union’s, Russia’s, and China’s influence operations. Additionally, these tests allowed us to 
examine the evolution of a single actor’s overall method of conducting influence operations over time. 
Along the same lines, because we chose to perform case studies of influence operations conducted over 
two distinct time periods, we were able to test the model against operations conducted under different 
technological environments. This was useful because it showed that the model is technology agnostic, 
which means it can be applied to threat actors with differing capabilities. Finally, performing a case study 
of operations conducted by a different actor allowed us to examine whether the model is valid across at 
least two different foreign state actors of highest interest for the U.S. government. 
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Operation Denver 
Summary 
Operation Denver convinced many Americans and international allies that the U.S. military had created 
the human immunodeficiency virus (HIV) to eliminate minority communities in the United States. This 
operation utilized a unified, cohesive, and consistent narrative to exploit in-/out-group dynamics and 
victimization narratives to work its way into credible news sources in target countries. Minority 
communities that believed themselves to be disenfranchised were the target of the Soviet Union’s 
influence campaign, seeking to further this preexisting divide by creating a narrative of racial/class 
warfare and secret genocide. While the accusations of nations creating bioweapons were not new, the 
Soviet Komitet Gosudarstvennoy Bezopasnosti (KGB) effectively planted forged documents, false 
evidence, and dubious articles in reputable foreign news sources to create the illusion that the Soviet 
Union was simply a spectator of this “newly discovered truth.” 
 
Background 
Russia and the United States have a long-standing tension that has built throughout their shared history. 
The U.S. and Russian governments officially established diplomatic relations in 1809 and maintained a 
stable accord for the following century.149 It was not until the Bolshevik Revolution in 1917 that 
diplomatic relations between the United States and Russia turned tumultuous. During the revolution, 
official ties were never severed, but President Woodrow Wilson instructed all American diplomatic 
representatives in Russia to halt direct communication with the Russian government.150 Although normal 
diplomatic relations were restored in 1933, the United States and Russia experienced their most 
significant political divide shortly thereafter. Following World War II, western democratic countries, 
under U.S. leadership, openly opposed and began crusading against governments based on communist 
ideologies, including the Soviet Union.151 For the next three decades, U.S.-Soviet relations were 
characterized by a nuclear and missile arms race, as well as ideological warfare.152 Despite a brief period 
of negotiation efforts and increased economic cooperation in the 1970s, the tension returned 
accompanying the Soviet Union’s invasion of Afghanistan in 1979.153 Tensions only continued to worsen, 
leading to the collapse of the Soviet Union around 1991.154 The rocky relationship supplied Russia the 
motivation to persistently target the United States in multiple influence campaigns. 
 
Operation Denver (sometimes referred to as Operation Infektion) was a KGB-run influence operation that 
took place from the mid-1980s until 1987, when the General Secretary of the USSR, Mikhail Gorbachev, 

 
149 “U.S. Relations with Russia: Bilateral Relations Fact Sheet.” 2020. U.S. Department of State, July 22. https://www.state.gov/u-s-relations-
with-russia/ 
150 “A guide to the United States’ history of recognition, diplomatic, and consular relations, by country, since 1776: Russia.” Office of the 
Historian. https://history.state.gov/countries/russia 
151 “Revelations from the Russian archives: The Soviet Union and the United States.” Library of Congress. 
https://www.loc.gov/exhibits/archives/sovi.html 
152 “Revelations from the Russian archives: The Soviet Union and the United States.” Library of Congress. 
https://www.loc.gov/exhibits/archives/sovi.html  
153 “Revelations from the Russian archives: The Soviet Union and the United States.” Library of Congress. 
https://www.loc.gov/exhibits/archives/sovi.html 
154 “Revelations from the Russian archives: The Soviet Union and the United States.” Library of Congress. 
https://www.loc.gov/exhibits/archives/sovi.html 
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officially disavowed the operation.155 The project was well-funded and had international reach. The 
message of the operation itself was that the United States military had created HIV/AIDS at a military 
research facility in Fort Detrick, Maryland.156 This virus was to be used as a biological weapon against 
undesirable, marginalized segments of society, such as African-American, Latino, immigrant, and LGBT+ 
communities, as well as for potential global deployment. These communities were suffering heavily from 
the AIDS epidemic when this story gained traction, so they were quick to accept the explanation.  
 
The KGB first successfully planted this narrative in the Soviet-friendly newspaper, Patriot, in India.157 
This newspaper published an article in 1983 from an unnamed American scientist that espoused this 
conspiracy and claimed that further experimentation was being conducted in Pakistan and could spill 
over into India.158 The KGB then published another article in a USSR-based newspaper, Literaturnaya 
Gazette, with the title “Panic in the West, or What Is Hiding behind the Sensation Surrounding AIDS?”159 
This article heavily cited the publication in India and added additional claims that the military had 
collected pathogen samples from Africa and Latin America. It was this publication that first accused the 
United States of testing the virus on the country’s marginalized communities, in addition to testing the 
virus in other countries such as Haiti. This article, using the publication in India as its credible backer, 
received international attention and was published in several countries not aligned with the USSR. Gay-
friendly newspapers in Boston and New York City had already embraced this conspiracy and welcomed 
the new findings from India.160 In 1985, the KGB contacted the Bulgarian Committee for State Security 
informing them of their efforts to portray the AIDS epidemic as that of a U.S.-made biological weapon.161 
This was followed up by the most significant piece of fraudulent evidence, the Segal report.  
 
Jakob Segal and his wife, both biologists, published a study in East Germany claiming to definitively prove 
that AIDS did not originate in Africa but was man-made in the United States.162 This report proved to be 
the pseudo-scientific basis for the spread of the conspiracy theory. Zimbabwe’s Harare Conference was 
specifically targeted with operatives spreading the study with the title “AIDS: USA home-made evil, not 
out of Africa.”163 This report and its implications were popularized by Stefan Heym, who had left the 
United States to protest the Korean War and became an icon in East Germany, who enlisted in the AIDS 
campaign and pointed the finger at the United States, stirring already lingering suspicion at the U.S. 

 
155 Kramer, Mark. 2020. “Lessons From Operation "Denver," the KGB's Massive AIDS Disinformation Campaign.” The MIT Press Reader, 
December 22. https://thereader.mitpress.mit.edu/operation-denver-kgb-aids-disinformation-campaign/ 
156 United States. October, 1987. “Soviet Influence Activities: A Report on Active Measures and Propaganda, 1986-87 (Vol. 9627).” US 
Department of State. 
157 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
158 United States. October, 1987. “Soviet Influence Activities: A Report on Active Measures and Propaganda, 1986-87 (Vol. 9627).” US 
Department of State. 
159 United States. October, 1987. “Soviet Influence Activities: A Report on Active Measures and Propaganda, 1986-87 (Vol. 9627).” US 
Department of State. 
160 Selvage, Douglas. 2019. “Operation “Denver”: The East German Ministry of State Security and the KGB's AIDS Disinformation Campaign, 
1985–1986 (Part 1).” Journal of Cold War Studies, Vol 21(4): 71-123. 
161 "KGB, Information Nr. 2955 [to Bulgarian State Security]." 1985. Cold War International History Project (CWIHP). 7 September. Obtained 
by Christopher Nehring and translated by Douglas Selvage. https://digitalarchive.wilsoncenter.org/document/208946 
162 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
163 Selvage, Douglas. 2019. “Operation “Denver”: The East German Ministry of State Security and the KGB's AIDS Disinformation Campaign, 
1985–1986 (Part 1).” Journal of Cold War Studies, Vol 21(4): 71-123. 
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military complex.164 This is one of the first examples of trusted, notable figures being deceived by the 
conspiracy and publicly throwing support behind it. The international outcry over the Segal report and 
the persistent disinformation infiltrating international papers finally made its way into American 
mainstream media in 1987. This breakthrough event occurred when Dan Rather, a trusted national 
media figure, reported the conspiracy claims on national television to millions of viewers.165 From there, 
the conspiracy took on a life of its own in the country. Gorbachev ended the program during negotiations 
with the Reagan administration. However, the damage had been done. It is estimated that, at its peak, 15 
percent of Americans believed that the AIDS virus was created in a government lab as a biological 
weapon.166 
 
I-AM Analysis 
Payload Component 
The KGB carefully designed its messaging to target the American and international public on several 
different fronts. The material of this messaging would exploit emotional, identity, and culture divisions to 
maximize its effectiveness. 
 
Individual (Internal) Level Factors 
Emotional connection 
Targeting emotional issues proved to be highly successful in the operations deployment. After the events 
of the Vietnam War and U.S. military operations across Latin America and Africa, there was notable 
tension between the public and the defense establishment.167 Specific communities that had either been 
targeted by the military or were made refugees because of it became critics of the United States and were 
willing to believe negative propaganda about the military’s actions. The KGB took advantage of this 
societal rift to suggest the military was seeking to further damage these marginalized communities.  
 
The KGB used a fear-based appeal in its influence operation to exacerbate concerns that AIDS was out of 
control and that there was no cure. This rapidly spreading disease became fertile ground for those who 
already distrusted government services. The legitimacy of this fear and the general distrust of the 
military was exemplified in Stefan Heym. Heym was a well-respected author and dissident, and thus his 
words carried weight when he espoused these conspiracy theories and further advanced his criticism of 
the United States as a warmonger.168  
 
The KGB’s attempts to exploit the frustrations of minority communities were based in emotional 
targeting. The Harare conference was targeted with literature specifically counteracting the claim that 
AIDS started in Africa and instead suggested that the United States was attempting to eliminate black 

 
164 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
165 Selvage, Douglas. 2019. “Operation “Denver”: The East German Ministry of State Security and the KGB's AIDS Disinformation Campaign, 
1985–1986 (Part 1).” Journal of Cold War Studies, Vol 21(4): 71-123. 
166 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
167 Selvage, Douglas. 2019. “Operation “Denver”: The East German Ministry of State Security and the KGB's AIDS Disinformation Campaign, 
1985–1986 (Part 1).” Journal of Cold War Studies, Vol 21(4): 71-123. 
168 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
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Africans.169 These claims added to the emotional frustration among African countries from the U.S. 
operations on the continent and its continued support of the apartheid regime in South Africa. 
Identity 
The influence operation utilized identity conflict by suggesting that the military was targeting 
marginalized communities. This represented a threat to LGBT+, Latino, African American, and immigrant 
communities. This targeting of specific segments of society created an “othering,” dividing communities 
further by spreading the belief that “normal” people would not be affected by the AIDS epidemic. The 
belief that military insiders were being protected from the disease added to the belief that the epidemic 
was targeted and only affected “undesirable” members of society.170 This led to racism, xenophobia, and 
homophobia that allowed relatively unaffected segments of society to blame the rapid spread of 
HIV/AIDS on these communities. This resentment from the general public combined with the conspiracy 
that the U.S. government had created HIV pushed these communities to further believe that the 
government was targeting them. This was a primary objective of the KGB, as it sought to discredit the 
military, CIA, and U.S. government. 
 
Culture 
As the narrative that specific communities were to blame for the epidemic in the United States grew, a 
cultural divide festered among the U.S. public. A history of racism against Africans and African-Americans 
contributed to KGB success at the Harare conference and domestically. Underlying cultural issues led 
these groups to believe that the U.S. government was seeking ways to exterminate the black race 
altogether. South Africa was a particularly explosive topic, where it was believed AIDS was a weapon to 
support the apartheid government.171 Resentment against immigrants contributed to the suspicion in 
their communities that the U.S. government was seeking to eradicate them. 
 
Victim affirmation 
Marginalized communities had a long list of grievances with the U.S. government before the AIDS 
epidemic. The KGB took advantage of these grievances and provided a conspiracy theory tailored for 
victim affirmation among these groups. After multiple suspected and actual U.S. military and CIA 
operations in Africa, people in these regions were also ready to believe in further deadly operations. AIDS 
was portrayed as “yet another” attempt to disenfranchise or destroy these communities.172 This is one 
reason the Segal report was so effective at the Harare conference; these nations were already feeling 
victimized by U.S. operations and were at a breaking point. The idea that AIDS was meant to eradicate 
black people gained traction across Africa, being published in 25 different African newspapers.173 Nigeria 
went so far as to claim that polio vaccines contained AIDS.174  

 
169 Selvage, Douglas. 2019. “Operation “Denver”: The East German Ministry of State Security and the KGB's AIDS Disinformation Campaign, 
1985–1986 (Part 1).” Journal of Cold War Studies, Vol 21(4): 71-123. 
170 United States. October, 1987. “Soviet Influence Activities: A Report on Active Measures and Propaganda, 1986-87 (Vol. 9627).” US 
Department of State. 
171 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
172 Selvage, Douglas. 2019. “Operation “Denver”: The East German Ministry of State Security and the KGB's AIDS Disinformation Campaign, 
1985–1986 (Part 1).” Journal of Cold War Studies, Vol 21(4): 71-123. 
173 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
174 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
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Victimization 
Africans were deeply frustrated by previous acts of U.S. intervention, and the seeming legitimacy of the 
manufactured AIDS theory contributed heavily to this distrust. While the United States was claiming the 
AIDS epidemic started in Africa, this influence operation gave African leaders a counter to that narrative. 
These leaders instead suggested that the U.S. claim was more evidence of American racism, and that AIDS 
was actually a biological weapon meant to decimate black communities. This counter-narrative fit with 
the victimization narrative internationally. This resulted in distrust of vaccination efforts, even resulting 
in destruction of polio vaccines in Nigeria and public distrust across sub-Saharan Africa of American 
medical organizations.175  
 
Societal (Structural) Level Factors 
Persistent/Increasing threat 
This influence operation was particularly effective because of the urgency the AIDS virus created. People 
who contracted the virus were dying quickly and at an increasing rate. This heightened tensions among 
the public seeking answers to the origin and spread of the virus. Belief that the military was treating the 
disease and withholding it from the population created harsher divisions and a more urgent need to 
“expose” the truth. Thus, the influence operation successfully inserted itself as an explanation for the 
origin and the purported lack of government response. Without a succinct counter-narrative, this theory 
was able to gain traction. Johannes Simmel was unwittingly used to spread rumors of U.S. biological 
warfare, with the theory being based around the AIDS conspiracy. Simmel was an extremely well-known 
European author and had books published in 25 different languages with an audience of 65 million 
readers.176 Simmel published a book on a coming biological weapons arms race between the United 
States and Russia. It was the co-optation of notable individuals such as Heym and Simmel that allowed 
the operation to take on a life of its own. 
 
Clearly identified in-group (exclusivity) 
Certain subpopulations that felt the government and military did not support them or were not designed 
to protect them formed the in-group while they viewed the military and U.S. government officials as a 
defined out-group enemy. This in-group included immigrants, Blacks, Latinos, and homosexuals. The 
influence operation played into collective repressed identities as a product of racism, homophobia, or 
xenophobia and pushed the narrative that the United States believed these people to be unworthy of life 
itself. These groups bonded over shared victimization by the American government and society and 
united over the idea that the out-group was trying to eradicate them.  
 
Clearly identified out-group 
The previously mentioned in-group then developed a sense of othering, directed at the U.S. military and 
government generally. They portrayed these organizations as lawless and repressive, furthering the 

 
175 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
176 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
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divide already present. The othering of these organizations was simplified by the fact that these are 
faceless entities that at times work in secret, which contributed to this resentment. 
 
Clearly stated alternative future (doom or paradise) 
The influence operation offered a specific future should the AIDS epidemic be allowed to continue:  

• Many people will die, particularly in marginalized communities.  
• The epidemic could exterminate all non-whites.  
• The U.S. government’s refusal to offer treatment will accelerate the virus’s spread.  
• If the military is allowed to get away with developing a biological weapon, there will be a 

biological arms race with the Soviet Union.  
 
This future portrayed by the operation was not only bleak, but catastrophic and played into already 
present beliefs of a nuclear apocalypse.   
 
Purported lack of response 
The influence operation offered an explanation for the government’s seeming lack of response. The belief 
was spread that a cure had already been developed at Fort Detrick that was being withheld from the 
public. Since the public already believed that AIDS was spread through casual contact, the desire for a 
treatment was urgent. This was only exacerbated by the fact the military was testing treatments on 
people at a hospital near Fort Detrick. However, the military’s unwillingness to confirm this led people to 
believe their actions to be more sinister.  
 
Social validation 
Affirmation of this theory at the Harare conference as well as the reporting on it from India to East 
Germany validated conspiracy theorists. Any such evidence brought forward was tied into this growing 
theory and suggested that the United States had developed HIV as a biological weapon. This validated the 
concerns of marginalized communities, American adversaries, and neutral nations. The urgency and fear 
created by this operation allowed individuals to start justifying potential illegal action. The government 
was suspected of hiding treatment and crucial information concerning the virus, so steps taken to expose 
these criminals would be justified in the eyes of the public. 
 
Delivery System 
Intensity 
The influence operation had abundant support and was able to penetrate multiple nations and credible 
media sources. Operation Denver’s financial backing and large administrative support from the KGB, 
foreign pro-Soviet papers, and contacts in Soviet governments allowed the AIDS theory to grow 
internationally.177 Local papers and pamphlet campaigns were employed to gain grassroots support and 

 
177 United States. October, 1987. “Soviet Influence Activities: A Report on Active Measures and Propaganda, 1986-87 (Vol. 9627).” US 
Department of State. 
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cover the KGB’s hand in the operation.178 The utilization of independent authors, celebrity icons, and 
conferences gave the operation its fuel. The eventual penetration of U.S. and UK media came as a result of 
this pressure on seemingly independent papers and studies. Heavily pushed internationally via 
newspapers and pamphlet campaigns, this operation would be considered high intensity and was met 
with eventual success.  
 
Duration 
The operation itself took six years to penetrate its target of U.S. media. However, it achieved relevance 
earlier than that in Africa, Asia, Europe, and Latin America. The operation's most successful years were 
between 1985 and 1987. While the key targets were eventually reached, it took the operation almost a 
decade to accomplish its objective.  
 
Frequency 
After its publication in India, the operation was widely distributed internationally, reaching 80 countries 
by 1987.179 It was particularly effective in Africa, where it was published in prominent newspapers 25 
times.180 
 
Method 
The KGB took great efforts to not draw attention to its hand in the operation. They used seemingly 
independent newspapers and authors to spread the operation. After the message was published in these 
areas, Soviet media would report on these operations, making it seem that they were simply reporting 
facts discovered by independent nations and reputable sources. The Segal report was particularly 
effective in lending credibility to the operation. The use of forged documents and manipulated studies 
was also highly effective in giving credence to their reporting. After being reported extensively in media, 
pamphlet campaigns were used to target specific individuals and conferences. 
 
Trigger 
Call-to-Action 
The Soviet Union did not employ a specific call to action embedded within Operation Denver. The operation 
was designed to generate international resentment of the United States and sew division between the 
United States and its allies. The operation also aimed at sewing distrust between U.S. minority and 
vulnerable populations and the U.S. government. 
 
Conclusion 
It is estimated that at its peak, 15 percent of Americans believed that AIDS was created in a government 
lab and nearly half of African-Americans believed it was a biological weapon.181 While the operation itself 

 
178 Selvage, Douglas. 2019. “Operation “Denver”: The East German Ministry of State Security and the KGB's AIDS Disinformation Campaign, 
1985–1986 (Part 1).” Journal of Cold War Studies, Vol 21(4): 71-123. 
179 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
180 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
181 Boghardt, Thomas. 2009. “Soviet Bloc intelligence and its AIDS disinformation campaign.” Studies in Intelligence, Vol 53(4): 1-24. 
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took a long time to develop, its most effective years accomplished all the objectives the KGB had set for it. 
The operation successfully divided Americans and deceived them as to the origins of the virus. It also 
successfully portrayed the U.S. military, CIA, and government as deceitful and manipulative of the American 
populace. The operation created international resentment of the United States and convinced many 
countries that the country was conducting dangerous experiments in their countries and on their people. 
A heightened sense of fear and distrust spread across the United States as communities placed the blame 
of the virus on one another. The Soviet Union’s influence operations effectively reignited racial tensions in 
the United States that lingers to this day, as evidenced through Operation Secondary Infektion. 
 
The AIDS influence operation successfully identified and exploited fragmented aspects of American society, 
such as identity, cultural, and historical narratives. Their messaging evolved for varying audiences as it 
targeted international audiences, developing nations, and marginalized American communities. This 
operation was more concentrated than the future Operation Secondary Infektion; however, it took much 
longer to get similar results. While the predominant purpose of the operation was to foment distrust of the 
military and CIA domestically and internationally, it was also effective in renewing fears of WMDs in their 
nuclear and biological forms.  
  
Operation Denver is the cornerstone of modern influence operations. It greatly advanced the methodology 
used in these campaigns and is the foundation upon which Operation Secondary Infektion and even China’s 
influence operations today are built upon. Its use of multimedia outreach, penetration of celebrity and elite 
circles, and focus on divisive messaging proved incredibly effective throughout the 1980s. The I-AM 
emulates most aspects of this operation and contributes to our understanding of current influence 
operations.   
 

Operation Secondary Infektion 
Summary  
Operation “Secondary Infektion” was a sophisticated online influence operation aimed to divide Western 
countries with a series of false narratives and forged documents designed to stoke axial, religious, or 
political hatred. While there has not been one independent piece of evidence revealing the group behind 
Secondary Infektion, there has been ample evidence attributing the campaign to a central entity in Russia. 
The operation aimed to provoke tensions between Russia’s perceived enemies, primarily through 
relationships between governments or government representatives. The influence operation spanned 
from early 2014 into early 2020 and consisted of at least 2,500 pieces of content across 300 internet-based 
platforms.  
 
Background  
Researchers have linked Secondary Infektion to an organized central entity, potentially an intelligence 
agency in Russia, due to the multiple thematic links that aligned with Russia’s geopolitical agenda 
throughout its six-year duration. The false stories generated through Secondary Infektion often favored 
pro-Russian views, opposed critics of the Russian government, or targeted foreign governments. There 
were a range of themes identified throughout the entire duration of Secondary Infektion, but the most 
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notable and consistent false narratives included Ukraine as a failed or unreliable state, U.S. and NATO 
aggression in other countries, European divisions, elections, migration, Islam, Russia’s doping scandals in 
sports, Turkey as an aggressive power, pro-Russian messaging, and Kremlin critic smear campaigns. 
 
In the years since the disintegration of the Soviet Union, relations between the Russian and Ukrainian 
governments progressively worsened. Tensions peaked in 2014 when Russia initiated the annexation of 
Crimea from Ukraine. Then pro-Moscow president Viktor Yanukovych voted to join the Russian Federation 
in a referendum, which sparked demonstrations across Ukraine in opposition to the annexation. Many of 
Russia’s Western allies criticized the federation for its intervention in eastern Ukraine.182 In response to 
Russia’s intervention, members of the G8 suspended Russia’s membership and imposed sanctions against 
the Russian Federation.183 The resulting fallout from the Crimean Crisis in 2014 became the biggest East-
West clash of ideals since the Cold War. It was during this political ordeal that the first influence campaigns 
from Secondary Infektion appeared and were targeted mostly at Ukraine. Ukraine was Secondary 
Infektion’s most consistent target.184 Messaging in the early stages of Secondary Infektion characterized 
Ukraine as a failed or unreliable state, which put in the context of the ongoing tensions between the two 
governments, appeared to be an effort to sour Ukraine’s reputation.  
 
Russia’s annexation of Crimea marked a turning point in Russia’s international relations, particularly with 
the United States and North Atlantic Treaty Organization (NATO). Once Russia had violated Ukraine’s 
sovereignty, the United States downgraded its bilateral relationship with the Russian Federation 
established through the Bilateral Presidential Commission in 2009 to express support for Ukraine and 
disapproval of Russia’s intervention.185 NATO considered Russia to have breached the commitments of the 
agreed upon principles outlined in the 1997 Basic Document of the Euro-Atlantic Partnership Council, 
1997 NATO-Russia Founding Act, and 2002 Rome Declaration.186 Allies maintained the sanctions against 
Russia due to its continued provocative military activities near NATO’s borders and aggressive nuclear 
rhetoric.187 The persistent tension between Russia and NATO beginning in 2014 and continuing through 
2019 provides evidence of a motive for Russia to launch influence operations targeting NATO and its 
member states.  
 
Similar to Russia’s relations with NATO, the European Union’s (EU) relationship with Russia declined after 
its initial foundation in 1991. Alongside the United States, the European Union reached one of the lowest 
points in its relationship with Russia in the aftermath of the Crimean Crisis in 2014.188 There were a 

 
182 Dews, Fred. 2014. “NATO Secretary-General: Russia’s Annexation of Crimea Is Illegal and Illegitimate.” Brookings, March 19.  
https://www.brookings.edu/blog/brookings-now/2014/03/19/nato-secretary-general-russias-annexation-of-the-crimea-is-illegal-and-
illegitimate/. 
183 Waterfield, Bruno, Peter Dominiczak , and David Blair. 2014. “Russia Suspended from G8 Club of Rich Countries.” Business Insider, March 
24. https://www.businessinsider.com/russia-temporarily-kicked-out-of-g8-club-of-rich-counties-2014-3 
184 Nimmo, Ben, Camille Francois, C. Shawn Eib., Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing 
Secondary Infektion.” Graphika. https://secondaryinfektion.org/report 
185 “U.S. Relations with Russia: Bilateral Relations Fact Sheet.” 2020. U.S. Department of State, July 22. https://www.state.gov/u-s-relations-
with-russia/ 
186 “Relations with Russia.” 2021. North Atlantic Treaty Organization, April 21. https://www.nato.int/cps/en/natolive/topics_50090.html 
187 “Relations with Russia.” 2021. North Atlantic Treaty Organization, April 21. https://www.nato.int/cps/en/natolive/topics_50090.html 
188 Kappor, Nivedita. 2021. “Russia-EU Relations: The End of a Strategic Relationship.” ORF Issue Brief No. 451, March 11. Observer Research 
Foundation, India. https://www.orfonline.org/research/russia-eu-relations-the-end-of-a-strategic-partnership/ 
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multitude of disagreements between the two actors that accumulated in addition to the annexation of 
Crimea. These included the 2006 Russia-Ukraine gas disputes, NATO expansion, EU enlargement, the 
Russia-Georgia conflict of 2008, cyber-attacks and “color revolutions.”189 The sanctions that were imposed 
against Russia in response to the Crimean Crisis in 2014 have been renewed every six months.190 Russia 
has adopted counter sanctions against the European Union in response.191 
 
Tensions between Russia and Western governments serve as just a few of the notable examples that link a 
central entity from Russia to Secondary Infektion. One of the other damning links was when Secondary 
Infektion suddenly began targeting Turkey following the event where Turkey shot down a Russian jet in 
November 2015.192 Secondary Infektion’s first attempts to attack Turkey came only one week later, in early 
December 2015.193 Apart from the apparent ties to Turkey, there were a multitude of other themes that 
aligned with Kremlin narratives: attacks on the World Anti-Doping Agency and its relation to the 2018 
Winter Olympics and multiple perceived enemies of the Kremlin (Aleksei Navalny, Mikheil Saakashvili, 
Jarslaw Kaczynski, Dalia Grybauskaite, and the Bellingcat investigative group). To further provide evidence 
that attributes Secondary Infektion to Russian operatives, the language errors found frequently were 
identified to be specific to Russian native speakers.194  
 
While each of the examples provided do not serve as enough evidence to link Secondary Infektion to Russia 
independently, they provide strong proof when considered collectively.195 Secondary Infektion consisted 
of a wide variety of topics, and each of them has been mapped to coincide with Russia’s international 
strategic narratives. Acknowledging the discerning international relationships and events of Russia 
illustrates how well the timeline of Operation Secondary Infektion coincides with relevant pro-Russian 
strategic narratives. 
 
I-AM Analysis 
Payload Component 
The organized central Russian entity behind Secondary Infektion used a broad variety of topics carrying 
pro-Russian sentiment that ultimately aimed to perpetrate long-term racial, political, and diplomatic 
divisions. 
 

 
189 Kappor, Nivedita. 2021. “Russia-EU Relations: The End of a Strategic Relationship.” ORF Issue Brief No. 451, March 11. Observer Research 
Foundation, India. https://www.orfonline.org/research/russia-eu-relations-the-end-of-a-strategic-partnership/ 
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193 Laack, Steven. 2015. “Red Alert: Advice against all travel. Or why would anyone go to Turkey these days?” Doubting Steven, 
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Individual (Internal) Level Factors 
Emotional connection 
The majority of content from Secondary Infektion appealed to deep-seated tensions between sociopolitical 
groups with the potential intent to evoke emotional responses from viewers. There was one particular case 
identified by the DFRLab that targeted immigrants through the facilitation of German anti-immigrant 
media.196 A fabricated account created posts in Russian, German, and Ukrainian voicing anti-establishment 
and anti-immigration views. The account attacked the mainstream media and characterized refugees as 
“criminals.” Other content targeting Muslim refugees linked these communities with terrorism and sexual 
violence, as well.197 Secondary Infektion used this race-baiting content to resonate with the strong 
emotional prejudices of right-wing users online. 
 
Identity 
In conjunction with deep emotional appeal, Secondary Infektion also broadcasted headlines and themes 
emphasizing threats directed toward specific identities. One headline posted in May 2015 detailed a 
“Jewish exodus from Ukraine.”198 Secondary Infektion claimed that there had essentially been a mass 
migration of Jews from Ukraine within the previous year. This particular post came to light around the time 
of other messages targeted to frame Ukraine as an unreliable state.199 Consequently, Secondary Infektion 
intended to exemplify a threat to a specific minority, in this case Jews, within Ukraine.  
 
Culture 
Secondary Infektion targeted Western countries, particularly in Europe and the United States, through 
forged documents and posts by foreign diplomats. Secondary Infektion intended to pit Western countries 
against one another in order to weaken ties that had been built through shared cultural ideals, namely 
democratic ones. Inauthentic accounts would pose as foreign leaders making claims that would exacerbate 
relations between allies. Some forged documents targeted political topics of contingency, like Scottish and 
Catalan independence, while others targeted ethnic crises, like the Armenian genocide.200 In an example 
involving Marco Rubio, Secondary Infektion attempted to aggravate tensions between the United States 
and Britain by conveying a “threat to democracy.”201 
 

 
196 Aleksejeva, Nika, Lukas Andriukaitis, Luiza Bandeira, Donara Barojan, Graham Brookie, Eto Buziashvili, Andy Carvin, Kanishk Karan, Ben 
Nimmo, Iain Robertson, and Michael Sheldon. 2019. “Operation Secondary Infektion: A Suspected Russian Intelligence Operation Targeting 
Europe and the United States.” DFRLab, June 22. https://www.atlanticcouncil.org/wp-content/uploads/2019/08/Operation-Secondary-
Infektion_English.pdf  
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Victim affirmation 
Returning to the migration of Islam as an example, Secondary Infektion appealed heavily to anti-immigrant 
viewers in Germany. Viewers who favored anti-immigrant sentiment, frequently right-wing users online, 
would have received these posts detailing increasing Muslim migration as a threat to their identity and 
country. By providing content that falsely affirmed the threat of Muslim immigrants to Germany, Secondary 
Infektion appealed to right-wing users’ fears of political repression and immigrant invasion. Therefore, 
users who trailed the anti-immigrant sentiment received indirect affirmation for themselves as victimized 
members of the majority. 
 
Victimization  
Secondary Infektion may have inadvertently addressed specific groups on the internet but did not appear 
to explicitly incite a call to action. Much of the content from Secondary Infektion simply provided false 
information or accusations with undertones intended to instill prejudice. There did not seem to be any 
single motivation or expectation of the targeted viewers.  
 
Societal (Structural) Level Factors 
Persistent/increasing threat 
Secondary Infektion attempted to communicate persistent and increasing threats in many of their 
campaign pieces. In addition to the anti-immigrant sentiment, Jewish exodus, and other content, Secondary 
Infektion also targeted the United States in a campaign claiming that the U.S. government was instigating 
aggression in countries around the world.202 In one such accusation, Secondary Infektion asserted that the 
United States was sponsoring “color revolutions” in former Soviet countries.203 Content like the 
aforementioned piece on a potential revolution was meant to impress users that the country had been 
wielding increasing force and power in foreign countries, and therefore, the United States should be seen 
as a threat. 
 
Clearly identified in-group  
There is not a clearly identified in-group. Targeted consumers of Secondary Infektion may have their ethnic 
or political in-group affirmed, but these identities could differ based on the content piece. There did not 
appear to be an intended unified audience, especially considering the use of multiple platforms and 
languages used to spread the disinformation. While there was not one particular in-group targeted, all 
content from Secondary Infektion was evidenced to have supported pro-Russian narratives.  
 
Clearly identified out-group 
Similar to the lack of clear demarcation of an in-group, Secondary Infektion did not explicitly vilify a single 
out-group. With that said, Secondary Infektion certainly blamed problems on external entities, but it 
ranged from individuals to entire governments. Instead of Secondary Infektion othering out-groups away 

 
202 Nimmo, Ben, Camille Francois, C. Shawn Eib., Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing 
Secondary Infektion.” Graphika. https://secondaryinfektion.org/report 
203 Nimmo, Ben, Camille Francois, C. Shawn Eib., Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing 
Secondary Infektion.” Graphika. https://secondaryinfektion.org/report 
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from a particular in-group, the campaign attempted to pit out-groups against one another. Secondary 
Infektion may not have labeled a single out-group to reaffirm solidarity with a single in-group, but it did 
brand multiple groups and individuals as evil or incompetent. 
 
Clearly stated alternative future (doom or paradise) 
The varied content from Secondary Infektion did not amount to one specifically stated alternative future. 
Secondary Infektion would foreshadow the assassination of foreign diplomats or the elevation of tensions 
between groups to raise concern, but there was rarely one specific end game. Other examples of alternative 
futures without intervention appealed to the fears of right-wing users, like immigrant invasion, white 
genocide, and repression of the right leading to a totalitarian state. When all content is considered 
collectively, Secondary Infektion essentially portrayed the impending doom of mass chaos internationally.  
 
Purported lack of purpose  
Secondary Infektion often pointed to the lack of government responses to these growing divisions in the 
West. One notable example of Secondary Infektion claiming a purported lack of purpose was the allegation 
that Sweden failed to stop the terrorist attack on Brussels. Another case where Secondary Infektion 
indicated that shadow governments were forming as a result of large governments going unchecked. One 
conspiracy that garnered small impact within the anti-Western blogging community centered on theories 
involving the “illuminati” and the “New World Order.”204 Similarly, there was a post implying that the 
United States and Ukraine colluded to nominate the Ukrainian President for a Nobel Peace Prize. In 
addition to claiming a lack of response from governments, Secondary Infektion would also play into the 
narrative that the mainstream media refused to acknowledge these claims.  
 
Social validation  
Specific content from Secondary Infektion did not appear to explicitly justify certain actions. Narratives 
that perpetuated harmful stereotypes about certain sociopolitical identities may have served as a form of 
social validation for the target audience. Secondary Infektion primarily aimed to play the long-game to 
discredit Western alliances and create divisions based on polarized stances rather than validate certain 
actions or groups.  
 
Delivery System 
Intensity 
In spite of Secondary Infektion’s great variation in content, platform, and language, the campaign was not 
considered to have carried high intensity long-term. The narratives only popularized when picked up by 
semi-reputable sources. The DFRLab uncovered evidence of Secondary Infektion in over 30 social 
networks and blogging platforms, and a multitude of inauthentic accounts. The ambition and scale of the 

 
204 Nimmo, Ben, Camille Francois, C. Shawn Eib., Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing 
Secondary Infektion.” Graphika. https://secondaryinfektion.org/report 
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operation, along with its sophisticated cover-up, points to the operators stemming from a well-resourced 
organization, or state-sponsored agency.205  
 
Duration 
The beginning of Secondary Infektion was marked in early 2014.206 While reports on Secondary Infektion 
were recently published in 2020, the operation was believed to still be ongoing.207 In its entirety, Secondary 
Infektion is believed to have lasted at least six years. 
 
Frequency 
The operation consisted of at least 2,500 pieces of content across 300 internet-based platforms.208 Content 
was translated and disseminated across at least nine languages with the most frequent languages being 
English, Russian, German, Spanish, Ukrainian, French, and Swedish.209 
 
Method 
The reach of Secondary Infektion was small and gained very little traction. Secondary Infektion was 
characterized consistently by single burner accounts where a single post would be disseminated across 
networks and languages at one point in time then deleted.210 Over time, there appeared to be an evolution 
in platforms used and posting patterns, which increased the ability for the content to spread further.211 
The inauthentic accounts themselves were not used to establish long-term followings but to simply get the 
disinformation online. Secondary Infektion did not attempt to amplify their messaging with repeating posts 
but rather by directing their efforts toward the same targets with different approaches.212  
 

 
205 Aleksejeva, Nika, Lukas Andriukaitis, Luiza Bandeira, Donara Barojan, Graham Brookie, Eto Buziashvili, Andy Carvin, Kanishk Karan, Ben 
Nimmo, Iain Robertson, and Michael Sheldon. 2019. “Operation Secondary Infektion: A Suspected Russian Intelligence Operation Targeting 
Europe and the United States.” DFRLab, June 22. https://www.atlanticcouncil.org/wp-content/uploads/2019/08/Operation-Secondary-
Infektion_English.pdf  
206  Nimmo, Ben, Camille Francois, C. Shawn Eib., Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing 
Secondary Infektion.” Graphika. https://secondaryinfektion.org/report 
207 Aleksejeva, Nika, Lukas Andriukaitis, Luiza Bandeira, Donara Barojan, Graham Brookie, Eto Buziashvili, Andy Carvin, Kanishk Karan, Ben 
Nimmo, Iain Robertson, and Michael Sheldon. 2019. “Operation Secondary Infektion: A Suspected Russian Intelligence Operation Targeting 
Europe and the United States.” DFRLab, June 22. https://www.atlanticcouncil.org/wp-content/uploads/2019/08/Operation-Secondary-
Infektion_English.pdf  
208 Nimmo, Ben, Camille Francois, C. Shawn Eib., Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing 
Secondary Infektion.” Graphika. https://secondaryinfektion.org/report 
209 Nimmo, Ben, Camille Francois, C. Shawn Eib., Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing 
Secondary Infektion.” Graphika. https://secondaryinfektion.org/report 
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Nimmo, Iain Robertson, and Michael Sheldon. 2019. “Operation Secondary Infektion: A Suspected Russian Intelligence Operation Targeting 
Europe and the United States.” DFRLab, June 22. https://www.atlanticcouncil.org/wp-content/uploads/2019/08/Operation-Secondary-
Infektion_English.pdf  
211 Nimmo, Ben, Camille Francois, C. Shawn Eib., Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing 
Secondary Infektion.” Graphika. https://secondaryinfektion.org/report 
212 Nimmo, Ben, Camille Francois, C. Shawn Eib., Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing 
Secondary Infektion.” Graphika. https://secondaryinfektion.org/report 

https://www.atlanticcouncil.org/wp-content/uploads/2019/08/Operation-Secondary-Infektion_English.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2019/08/Operation-Secondary-Infektion_English.pdf
https://secondaryinfektion.org/report
https://www.atlanticcouncil.org/wp-content/uploads/2019/08/Operation-Secondary-Infektion_English.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2019/08/Operation-Secondary-Infektion_English.pdf
https://secondaryinfektion.org/report
https://secondaryinfektion.org/report
https://www.atlanticcouncil.org/wp-content/uploads/2019/08/Operation-Secondary-Infektion_English.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2019/08/Operation-Secondary-Infektion_English.pdf
https://secondaryinfektion.org/report
https://secondaryinfektion.org/report


UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

     

Influence-to-Action Model Development                                43 
UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

Trigger 
Call-to-Action 
Content from Secondary Infektion did not employ a specific call to action. Rather, the campaign intended 
to implant distrust in the same targets (e.g., United States, NATO, Ukraine) over a prolonged period of time. 
The goal was most likely not to instigate a specific action but to change attitudes on notable international 
issues for a longer standing goal of the Russian operation. 
 
Conclusion 
Secondary Infektion can be characterized as a sophisticated long-term influence operation aimed to 
propagate lasting divisions in Western countries. While the operation spanned across platforms, 
languages, and themes, it did not reach a larger audience due to its “one-and-done” methodology. 
Inauthentic accounts were created to disseminate disinformation but not to build a following or influence 
over time. The low reach of Secondary Infektion does not take away from the potential impact it had on 
perpetrating sociopolitical hatred and divisions.  
 
Of the payload components in the I-AM model, Secondary Infektion employed most of the individual level 
factors to reach audiences. Messaging in Secondary Infektion frequently appealed to emotionally 
provocative topics, like migration, assassination, genocide, etc. The sheer outrageousness of some of the 
narratives spread by Secondary Infektion indicates that the campaign aimed to draw attention through 
appeals to emotion. Furthermore, Secondary Infektion managed to convey multiple threats to identities 
and cultures internationally. Whether the narrative was to portray a mass migration of “criminals” or 
increasing threats of “color revolutions,” Secondary Infektion attempted to illustrate that hatred and 
divisions between entities were posing threats. Often, the threats to identity were not only identified but 
also presented as potentially increasing. In the example of the supposed Jewish exodus from Ukraine, 
Secondary Infektion used statistics showing rising migration patterns to imply that Jewish individuals in 
Ukraine were becoming increasingly unsafe. The primary individual-level factor lacking in Secondary 
Infektion messaging was the component of victimization. There was little to no language inciting a need to 
right wrongs or fight against injustice. Secondary Infektion targeted most of the individual-level factors 
from the I-AM, including emotional connection, persistent identity and cultural threats, and victim 
affirmation in order to resonate with audiences. 
 
Societal level factors did not align as neatly with the I-AM model as many of the individual-level factors did. 
As a result of the complexity of issues in the messaging and the long duration of the campaign, Secondary 
Infektion did not identify a unique in-group, out-group, or alternative future. Much of the content, and 
therefore in-group and out-group dynamics, from Secondary Infektion varied according to the most 
pressing strategic narrative within Russia at the time. For example, while Ukraine was overall a consistent 
target of Secondary Infektion, it was not always the center of the narrative. In each narrative, there often 
was one entity, often a Western country that appeared to be the target of the campaign. In this sense, 
Secondary Infektion had implied out-groups or targets, but there were many at once. Arguably, the only 
true in-group of Secondary Infektion would be Russia because of the pro-Russian sentiment displayed. 
With the lack of a consistent in-group or out-group, Secondary Infektion did not press upon a single 
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doomed or paradise future. Rather, the campaign sought to instill prejudices against the targeted foreign 
entities with an unclear intention of how these prejudices would be yielded. The environmental-level factor 
that aligned nicely with the I-AM model included the narrative that there had been a purported lack of 
response to the problems identified throughout the campaign.  

Chinese influence operations for COVID-19 
Summary 
The World Health Organization (WHO) coined the term “infodemic” to name the extraordinary abundance 
of information, misinformation, and disinformation continuously available during the COVID-19 pandemic. 
China had a particular interest to influence the global narrative, and Beijing's propaganda centered around 
three topics: the origin of the virus, how China tackled the pandemic in comparison to the other countries, 
and the assistance it provided to the rest of the world.213 
 
Background 
On December 31, 2019, the first case of COVID-19 was reported in Wuhan, China. The virus’s origins are 
still debated, though most of the world community believes the virus to have developed and begun 
infecting humans in China. However, China has deflected international concern over the origin of the virus 
by exasperating domestic divisions and using social media to push alternative narratives to Western media. 
Beijing manipulated factual information and spread disinformation to distract from the origins of the virus, 
highlight the failures of the democratic countries (particularly the United States), and create an image of 
China as a global leader.214 Using a veritable army of internet users, China attempted to control its image 
at home and abroad by spreading misinformation and disinformation in relation to reports on the novel 
coronavirus. In addition to drawing attention to Beijing’s generosity, the narrative also aimed to set an 
expectation of reciprocity.215 
 
Political tension within China escalated with the death of Li Wenliang, a whistleblowing doctor punished 
in January by Wuhan police for “spreading false rumors” about the illness after he contracted COVID while 
treating patients at the hospital he worked for. His death prompted a national outpouring of grief and 
anger, and Beijing quickly tried to redirect hostility towards local officials.216 The incident was publicly cast 
as the "people's war" as an outcry grew for Chinese citizen’s right to free speech. Communist Party leader 
Xi Jinping faced the biggest challenge of his presidency, and the state media went into overdrive to regain 
control of public opinion.217 
 

 
213 Krstinovska, Ana. 2020. “Foreign Influence Operations: Analysis of the COVID-19 Pandemic in North Macedonia.” China Observers in Central 
and Eastern Europe (CHOICE), October. https://chinaobservers.eu/wp-content/uploads/2020/11/Influence-operations-EN-1.pdf 
214 Kurlantzick, Joshua. 2020. “How China Ramped Up Disinformation Efforts During the Pandemic.” Council on Foreign Relations, September 
10. https://www.cfr.org/in-brief/how-china-ramped-disinformation-efforts-during-pandemic 
215 Wong, Audrye. 2020. “COVID-19 and China's information diplomacy in Southeast Asia.” Brookings, September 3. 
https://www.brookings.edu/blog/order-from-chaos/2020/09/03/covid-19-and-chinas-information-diplomacy-in-southeast-asia/ 
216 “Heroes and villains: Beijing crafts its narrative on virus outbreak.” 2020. Agence France-Presse, February 15. 
https://www.france24.com/en/20200215-heroes-and-villains-beijing-crafts-its-narrative-on-virus-outbreak. 
217 “Heroes and villains: Beijing crafts its narrative on virus outbreak.” 2020. Agence France-Presse, February 15. 
https://www.france24.com/en/20200215-heroes-and-villains-beijing-crafts-its-narrative-on-virus-outbreak. 
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Beijing routinely censors comments on social media and promotes an official narrative touting its 
successful handling of the coronavirus outbreak, but Dr. Li's personal page on Weibo (the Chinese 
equivalent of Twitter) became a rare space for users to express themselves about the trauma of the 
coronavirus pandemic.218 Li’s death became the top-read topic on Weibo with more than 1.5 billion views, 
and it was also covered by blog posts from state media outlets who mourned his death and issued veiled 
attacks on the Wuhan authorities who censured him.219 Human Rights Defenders documented over 450 
cases220 of ordinary citizens who were detained for “spreading rumors” about the virus, demonstrating 
that even as the pandemic stretched resources thin Beijing continued to prioritize crushing perceived 
threats to its political legitimacy.221  
 
At the time of the outbreak, China sought increased global status (as demonstrated through undertakings 
like the Belt and Road Initiative, the Regional Comprehensive Economic Partnership (RCEP), and increased 
international lending) while it simultaneously faced numerous domestic challenges. In 2020, the western 
world condemned China’s genocide of the Uyghur population in the Xinjiang region as well as Beijing's 
suppression of democracy in Hong Kong and escalation of tension with Taiwan. To paint an image of 
political legitimacy, Beijing leveraged its diplomatic corps to spread disinformation through western media 
outlets inaccessible in China (particularly Twitter). These provocative posts by the embassies and foreign 
ministry officials were a tactic that has become known as “Wolf Warrior diplomacy.”222 An Atlantic Council 
review of millions of social media postings and articles on Twitter, Facebook, VK, Weibo, WeChat, YouTube, 
Telegram, and other platforms found the Chinese government weaponized the rumor that the United States 
created COVID-19, and the message was spread to millions of people across the globe.223 The conspiracy 
was broadcast by China’s foreign ministry, picked up by at least 30 Chinese diplomats and missions and 
amplified through China’s vast, global network of state media outlets.224 
 
I-AM Analysis 
Payload Component  
Beijing designed its information campaign to target both Chinese citizens, as well as Western media 
(particularly in the United States and allied countries). The material exploited both the lack of available 
information regarding COVID-19 and anti-Western and anti-U.S. government sentiments to maximize its 
effectiveness. 
 

 
218 “Li Wenliang: 'Wuhan whistleblower' remembered one year on.” 2020. BBC, February 6. https://www.bbc.com/news/world-asia-
55963896. 
219 Yu, Verna. 2020. “'Hero who told the truth': Chinese rage over coronavirus death of whistleblower doctor.” The Guardian, February 7. 
https://www.theguardian.com/global-development/2020/feb/07/coronavirus-chinese-rage-death-whistleblower-doctor-li-wenliang 
220 Chinese Human Rights Defenders. 2020. “China: Protect Human Rights While Combatting Coronavirus Outbreak.” Last modified January 31. 
https://www.nchrd.org/2020/01/china-protect-human-rights-while-combatting-coronavirus-outbreak/ 
221 Cook, Sarah. 2020. “China Media Bulletin: Coronavirus-era repression, propaganda, censorship, surveillance and more.” Freedom House, 
March. https://freedomhouse.org/report/china-media-bulletin/2020/china-media-bulletin-coronavirus-era-repression-propaganda. 
222  Taylor, Adam. 2021. “Analysis | Xi's call for a 'lovable' China may not tame the wolf warriors.” The Washington Post, June 3. 
https://www.washingtonpost.com/world/2021/06/03/china-wolf-warrior-reset/ 
223 Kinetz, Erika. 2021. “Anatomy of a conspiracy: With COVID, China took leading role.” AP News, February 14. 
https://apnews.com/article/pandemics-beijing-only-on-ap-epidemics-media-122b73e134b780919cc1808f3f6f16e8 
224 Kinetz, Erika. 2021. “Anatomy of a conspiracy: With COVID, China took leading role.” AP News, February 14. 
https://apnews.com/article/pandemics-beijing-only-on-ap-epidemics-media-122b73e134b780919cc1808f3f6f16e8 
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Individual (Internal) Level Factors 
Emotional connection 
The messaging centered on the COVID-19 pandemic, which was central to many people’s fears when the 
messaging occurred. For example, some of the messaging included claims that President Trump would lock 
down the United States completely and that healthcare workers were leaving sick people to die in 
Europe.225 Further, the messaging may have played into existing fears that COVID-19 was deliberately 
engineered, as three months into the pandemic, the Pew Research Center found that one in four Americans 
believed that COVID-19 was created intentionally, and one in three believed that it had been lab-made.226 
The messaging also played into existing anti-Western and anti-U.S. government sentiment. 
 
Identity  
The messaging doesn’t convey an imminent threat to a specific identity, but COVID-19 itself revealed 
discrepancies in the availability of healthcare both globally and within the United States. Various U.S. 
subpopulations, including racial groups, socio-economic groups, and geographic groups, were 
disproportionately affected by COVID-19.227 Groups disproportionately affected by COVID-19 may have 
felt a more imminent threat to their identity. Additionally, the narrative blaming China for COVID-19 led to 
a rise in anti-Asian hate crimes and anti-Asian racism in general.  
 
Culture 
The context of COVID-19 was an imminent threat to everyone -- the world, different countries, and different 
cultures. In March 2020, almost 30 percent of Americans believed that COVID-19 was lab-made.228 COVID-
19 response efforts were seen by some in the United States as a restriction of freedom (e.g., mask-wearing, 
capacity limits). The messaging itself was in English, and the messaging was often about the United States 
and Europe. Additionally, specific subsets of anti-government Americans saw shut-downs as an attack 
against their perceived culture. 
 
President Xi Jinping used a complex information campaign to cast doubt on the idea the virus originated 
from China. President Trump directly and publicly refuted that idea. Examples included President Trump 
referring to COVID-19 as the Wuhan Flu and the China Virus. That confrontation between heads of state 
likely escalated Beijing’s efforts to control the narrative. 
 

 
225 Kurlantzick, Joshua. 2020. “How China Ramped Up Disinformation Efforts During the Pandemic.” Council on Foreign Relations, September 
10. https://www.cfr.org/in-brief/how-china-ramped-disinformation-efforts-during-pandemic 
226 Kinetz, Erika. 2021. “Anatomy of a conspiracy: With COVID, China took leading role.” AP News, February 14. 
https://apnews.com/article/pandemics-beijing-only-on-ap-epidemics-media-122b73e134b780919cc1808f3f6f16e8 
227 Chowkwanyun, Merlin, and Adolph L. Reed. 2020. “Racial Health Disparities and Covid-19 — Caution and Context.” New England Journal 
of Medicine 383: 201–3.  
228 Katherine Schaeffer. 2020. “Nearly Three-in-Ten Americans Believe COVID-19 Was Made in a Lab.” Pew Research Center. April 8. 
https://www.pewresearch.org/fact-tank/2020/04/08/nearly-three-in-ten-americans-believe-covid-19-was-made-in-a-lab/ 
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Victim affirmation  
Beijing has expanded its influence operations globally, increasingly mimicking Russia’s successes stoking 
division in other countries, sowing doubt in foreign governments, and spreading rumors.229 China’s 
messaging also generally affirms victimization aimed at Chinese and pro-Chinese audiences. Some of the 
messaging claimed the United States engineered COVID-19 as a bioweapon designed to target ethnic 
Chinese people or tried to weaken the Chinese economy by releasing it in China.230 Further, the Wuhan 
Institute of Virology accused the United States of attacking China with claims that China engineered COVID-
19 as a bioweapon.231 While they did not directly affirm a victim identity for anti-government Americans, 
the messaging could have played into feelings of threat for groups that already felt victimized by the 
government, especially considering the disproportionate outcomes of COVID-19 for specific groups and 
the U.S. government’s response to COVID-19.  
 
Victimization 
China’s messaging did not necessarily make appeals to action, but they cast doubt on the U.S. government 
and its response that played to existing anti-government sentiment. For individuals who already felt 
threatened or wronged by the US government, these narratives could have additionally fueled these 
sentiments. 
 
Societal (Structural) Level Factors 
Persistent/increasing threat  
Most of the messaging did not directly indicate the persistent and worsening conditions if something was 
not done. Some messaging did focus on how the U.S. government mishandled the pandemic. The inherent 
nature of pandemics features a persistent and increasing threat. The world shut down. As hospitalizations 
and deaths increased, there was a lot of uncertainty about COVID-19, its origins, and how to stay safe.232 
When comparing the spread of disinformation about the virus to the spread of the virus itself, Kang Liu, a 
professor at Duke University who studies cultural politics and media in China said, “This is like a virus, like 
COVID, a media pathogen. We have a double pandemic -- the real pathological virus and the pandemic of 
fear. The fear is what is really at stake.”233 
 

 
229 Bradshaw, Samantha. 2020. “Influence Operations and Disinformation on Social Media.” Centre for International Governance Innovation, 
November 23. https://www.cigionline.org/articles/influence-operations-and-disinformation-social-media/ 
230 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
narrative-arms-race/ 
231 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
narrative-arms-race/ 
232 Kurlantzick, Joshua. 2020. “How China Ramped Up Disinformation Efforts During the Pandemic.” Council on Foreign Relations, September 
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233 Kinetz, Erika. 2021. “Anatomy of a conspiracy: With COVID, China took leading role.” AP News, February 14. 
https://apnews.com/article/pandemics-beijing-only-on-ap-epidemics-media-122b73e134b780919cc1808f3f6f16e8 

https://www.cigionline.org/articles/influence-operations-and-disinformation-social-media/
https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-narrative-arms-race/
https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-narrative-arms-race/
https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-narrative-arms-race/
https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-narrative-arms-race/
https://www.cfr.org/in-brief/how-china-ramped-disinformation-efforts-during-pandemic
https://apnews.com/article/pandemics-beijing-only-on-ap-epidemics-media-122b73e134b780919cc1808f3f6f16e8


UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

     

Influence-to-Action Model Development                                48 
UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

Clearly identified in-group 
As the messaging criticized the U.S. government and praised the Chinese government, the messaging likely 
appealed to anti-U.S. and pro-China sentiments.234 Of Chinese media’s 10 most-shared articles on Facebook 
in March and April 2020, eight either promoted China’s assistance to European countries or targeted the 
U.S. response.235 China had previously asked for discretion when receiving aid from the EU, but Beijing was 
ambitious to engage in a public relations media blitz portraying China as a credible partner as it supplied 
European nations with protective equipment, and the messaging suggested the rest of the West had failed 
them.236 
 
Clearly identified out-group 
The clearest out-group is the U.S. government, as much of the messaging focuses on criticizing the United 
States’ pandemic response and pushing the theory that COVID-19 was a U.S.-manufactured bioweapon.237 
This messaging implied the U.S. government had been disingenuous and that it covered up COVID-19’s true 
origins.238 The U.S. military and the CDC were both targeted in this messaging.239 Beijing views the United 
States as its greatest military foe, and it intends to use reliance on technology to create vulnerabilities 
through the use of information operations.240   
 
Clearly stated alternative future (doom or paradise) 
The messaging did not clearly state an alternative future. However, the COVID-19 pandemic created an 
environment where fears that life would never return to what it was like pre-COVID-19 were pervasive. In 
some online Christian communities, there were fears that the COVID-19 pandemic indicated an apocalyptic 
pestilence.241 
 
Purported lack of response 
The messaging didn’t directly claim that “no one” was doing anything about the problem, but it did criticize 
the U.S. government’s response. At the beginning of the COVID-19 pandemic, there was generally a great 
deal of frustration around “doing something about the problem.” The U.S. government’s response was 
confusing, with inconsistent instructions throughout local governments, and it was difficult to “do 

 
234 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
narrative-arms-race/ 
235 Taussig, Jessica Brandt, and Torrey Taussig. 2020. “The Kremlin’s Disinformation Playbook Goes to Beijing.” Brookings. May 19. 
https://www.brookings.edu/blog/order-from-chaos/2020/05/19/the-kremlins-disinformation-playbook-goes-to-beijing/ 
236 “Masquerade or needed aid? China virus help proves contentious.” 2020. Radio France Internationale, April 1. 
https://www.rfi.fr/en/wires/20200401-masquerade-or-needed-aid-china-virus-help-proves-contentious 
237 Kurlantzick, Joshua. 2020. “How China Ramped Up Disinformation Efforts During the Pandemic.” Council on Foreign Relations, September 
10. https://www.cfr.org/in-brief/how-china-ramped-disinformation-efforts-during-pandemic 
238 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
narrative-arms-race/ 
239  Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
narrative-arms-race/ 
240 Theohary, Catherine. 2018. “Information warfare: Issues for Congress.” Version 5, March 5. Congressional Research Service. 1-16. 
https://crsreports.congress.gov/product/pdf/R/R45142/51–16  
241 Dein, Simon. 2021. “Covid-19 and the Apocalypse: Religious and Secular Perspectives.” Journal of Religion and Health 60: 5–15.  
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anything.”242 Little was known about the virus in the early stages of the response. As officials gained 
information, guidance changed. The effectiveness of mask-wearing is one example of direction shifting over 
time. When information was lacking, early statements by government officials discounting the 
effectiveness of cloth masks were later leveraged to cast doubt on the competency of the government. 
Eventually, many messages converged around locking down, staying indoors, and social distancing, most 
of which involved actively avoiding doing things. The frustration of being told not to do something may 
have made individuals susceptible to narratives that told them they could or directed them towards actions 
they can perform. 
 
Social validation 
The messaging provided justification for anti-U.S. action by promoting the narrative that the United States 
had created COVID-19 as a bioweapon. The messaging also gained legitimacy because it was strongly 
pushed by numerous official Chinese government accounts and reported on by a number of state-run 
media outlets.243 Further, Western media outlets, such as Global Research Canada, reported on these 
narratives, providing additional legitimacy.244 245 However, the messaging did not directly convey prestige, 
respect, or rewards for taking any specific actions. Repeating government messages (both Chinese and U.S.) 
through social media outlets afforded users social capital in two distinct ways. Echoing a voice of authority 
allowed purveyors of government messaging the opportunity to appear informed during a time of great 
uncertainty. Repetition of government messages also offered citizens an opportunity to clearly show their 
allegiance to their political party. 
 
Authoritarian nations (specifically China, Russia, and Iran) sought to validate their system of governance 
by creating an image of successful domestic responses to the pandemic. They simultaneously attempted to 
cast doubt on the effectiveness of democratic nations' ability to respond.  
 
Delivery System 
Intensity  
While China’s disinformation campaign did not employ a physical presence through influential figures or 
pamphlet campaigns, it has made a notable mark on the digital world. By providing social validation to 
viewers, disseminating large amounts of misinformation, and targeting citizens through a variety of 
platforms, China effectively barraged internet users across the world with propaganda supporting their 
various agendas. The utilization of a large digital force that would create fake accounts and content made 
this campaign especially effective. The sheer intensity of this campaign discredited Chinese agendas as its 

 
242 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
narrative-arms-race/ 
243 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
narrative-arms-race/ 
244 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
narrative-arms-race/ 
245 Kinetz, Erika. 2021. “Anatomy of a conspiracy: With COVID, China took leading role.” AP News, February 14. 
https://apnews.com/article/pandemics-beijing-only-on-ap-epidemics-media-122b73e134b780919cc1808f3f6f16e8 
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objectives are arguably quite transparent. However, Chinese messaging along with U.S. efforts to counter 
it have largely discredited both sides, an outcome favorable to Beijing. 
 
Criticism by a key spokesman, Zhao Lijian, was retweeted by 30 diplomatic or state-run Chinese accounts 
and reported on by several Chinese state-run media outlets.246 Janis Sarts, the director of the NATO 
Strategic Communications’ Center of Excellence, commonly refers to this tactic as information laundering. 
An example was reported by Erink Kinetz in the Associated Press in February 2021: 
 

The reporting began with a March 9th WeChat essay claiming the US military created SARS-
CoV-2, the virus that causes COVID-19, at a lab at Fort Detrick, in Maryland, and released it 
in China during the Military World Games, an international competition for military athletes 
held in Wuhan in October 2019. It was unclear who wrote the original essay, but the next 
day an anonymous petition signed by 1,426 people appeared on a White House web portal 
urging US authorities to clarify whether the virus had been developed at Fort Detrick. On 
March 11th, Larry Romanoff, who claims to be a former management consultant based in 
Shanghai, posted an article on Global Research Canada that cribbed heavily from the WeChat 
essay, citing it as a source. Then, late that night, Zhao Lijian sent out a series of tweets over 
13 minutes that launched what may be China’s first truly global digital experiment with overt 
disinformation. “When did patient zero begin in US?” Zhao wrote. “How many people are 
infected? What are the names of the hospitals? It might be US army who brought the 
epidemic to Wuhan. Be transparent! Make public your data! US owe (sic) us an explanation!” 
Zhao then urged his hundreds of thousands of Twitter followers to read and retweet 
Romanoff’s piece and referred them to Chinese state media casting doubt on the origins of 
the virus.247 

 
Duration 
The operation is believed to have lasted from December 2019 through June 2020, the early months of the 
COVID-19 epidemic.248 Its timing suggests China’s desire to quickly control its public image concerning 
the virus and direct the ensuing online narrative. 
 
Frequency 
China has utilized disinformation domestically (including Taiwan) for many years, but since the 
pandemic emerged Beijing has expanded its activities globally to stoke division in other countries, sow 

 
246 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
narrative-arms-race/ 
247 Kinetz, Erika. 2021. “Anatomy of a conspiracy: With COVID, China took leading role.” AP News, February 14. 
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248 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
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public doubt about expertise, and spread rumors.249 Effective utilization of social media platforms and 
post sites generally have allowed misleading and false information to be deployed continually. The sheer 
daily volume of this misinformation prompted a response from WHO. In February 2020, WHO released a 
COVID-19 situation report that compared this deluge of disinformation to the pandemic itself. “An-
overabundance of information - some accurate and some not - that makes it hard for people to find 
trustworthy sources and reliable guidance when they need it.”250 
 
Method 
A variety of methods were utilized in a whole of government approach to China’s COVID-19 influence 
campaign.251 Zhao Lijian’s tweets were a key source of disinformation. These tweets were retweeted by 
state-run media as well as numerous other accounts, some inauthentic. This included accounts that 
retweeted much of his content after never posting, after a period of dormancy, and after primarily 
posting unrelated content.252 However, this inauthentic amplification did not contribute much to the 
spread of Lijian’s tweets and was thus largely ineffective.253 Chinese state media has also retweeted pro-
Kremlin accounts spreading Russian misinformation.254 Outside of Twitter, they have also spread 
disinformation by texting or messaging U.S. citizens directly.255 
 
An orchestrated campaign designed to blame the United States for COVID began on a public WeChat 
account. This account reposted an essay claiming the United States had manufactured COVID at Fort 
Detrick and spread it during the 2019 Military World Games in Wuhan.256 Only a day later, a petition was 
submitted to the White House demanding an answer to the claims. This petition attracted media 
attention in China and was covered extensively. This method of seemingly independent reports is 
strongly reminiscent of the KGB’s strategy under Operation Denver. However, rather than building from 
grassroots media to national attention over many months, this scheme grew over the space of a day. By 
utilizing state media and other friendly sources, the CCP was able to amplify its message through a large 
number of outlets. The sheer coverage forces more neutral sources to cover the explosive reporting, 
conveying the message even further. 
 

 
249 Kurlantzick, Joshua. 2020. “How China Ramped Up Disinformation Efforts During the Pandemic.” Council on Foreign Relations, September 
10. https://www.cfr.org/in-brief/how-china-ramped-disinformation-efforts-during-pandemic 
250 Novel Coronavirus (2019-nCoV) Situation Report 13. 2020. World Health Organization, February 2. https://www.who.int/docs/default-
source/coronaviruse/situation-reports/20200202-sitrep-13-ncov-v3.pdf 
251 Bradshaw, Samantha. 2020. “Influence Operations and Disinformation on Social Media.” Centre for International Governance Innovation, 
November 23. https://www.cigionline.org/articles/influence-operations-and-disinformation-social-media/ 
252 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
narrative-arms-race/ 
253 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a 
Narrative Arms Race.” DFRLab, February. https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-
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Trigger 
Call-to-Action 
The Chinese COVID-19 influence campaign did not employ a specific call to action. Rather, the campaign 
intended to implant distrust in its targets through the spread of mis- and disinformation while 
simultaneously bolstering China’s strategic position. 
 
Conclusion 
While not as directly adversarial as Russia’s influence operations, China’s persistent social media 
campaign is proving to be an effective purveyor in disinformation. Initially defensive in nature, China’s 
influence operations have shifted into an offensive pusher of disinformation. This shift can be most 
clearly tracked through their refutation of COVID’s origins. At first, China attempted to limit information 
coming out of Wuhan, as evidenced through the attempted suppression of Dr. Li’s story. This original 
suppression of domestic and international news failed as the United States and WHO designated Wuhan 
as the source of the outbreak. Thus, the disinformation shifted from suppression of media covering 
Wuhan as the pandemic’s source and towards an offensive campaign, directly targeting the credibility of 
medical experts and the credibility of the United States generally. It was at this stage that China’s 
information operations suggested the U.S. military created and spread COVID. Using claims from 
Operation Denver that pointed to Fort Detrick, COVID was portrayed as a biological weapon meant to 
target China and harm its military readiness.   
 
Despite the breadth of Beijing’s campaign, Chinese disinformation still seems more simplistic than 
Russia’s influence operations. Chinese fake social media accounts spreading disinformation about COVID-
19 often appear shoddier than Russian ones and thus easier to expose,257 but Beijing’s propaganda 
narrative very consistently centered on three topics: the origin of the virus, the manner in which China 
tackled the pandemic in comparison to the other countries and the assistance it provided to the rest of 
the world.258 The clear and deliberate aim was to control the narrative. To that end, Beijing uniquely 
utilized its diplomatic corps to push out official information that included truthful, misleading, as well as 
false messages. China’s efforts were successful in the sense that copious and conflicting information led to 
what the WHO later described as an “infodemic.”  
 
For many of the payload components of the I-AM, the context of COVID-19 and the messaging as a whole 
impacted how well the messaging fit the factors of the model. Since a lot of the messaging centered 
around COVID-19, there was an existing context to the threats that COVID-19 posed that the messaging 
played into. Regarding the payload components of the model, the messaging components that did not tie 
into the threats posed by COVID-19 did involve anti-U.S. and anti-U.S. government sentiment, which 
China’s messaging played into with its focus on criticism and redirection of blame onto the U.S. 
government. 

 
257 Bradshaw, Samantha. 2020. “Influence Operations and Disinformation on Social Media.” Centre for International Governance Innovation, 
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258 Krstinovska, Ana. 2020. “Foreign Influence Operations: Analysis of the COVID-19 Pandemic in North Macedonia.” China Observers in Central 
and Eastern Europe (CHOICE), October. https://chinaobservers.eu/wp-content/uploads/2020/11/Influence-operations-EN-1.pdf 
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While no causal relationship is being implied, during the period of Beijing's disinformation campaign, 
sentiment within the United States was marked by significant shifts in confidence regarding faith in the 
U.S. Centers for Disease Control and Prevention (CDC) and U.S. citizens' acceptance of COVID-19 vaccines. 
The Pew Research Center compared data from a series of surveys administered in 2020, as part of the 
Center’s American News Pathways project, and found that segments of the U.S. population appeared to 
adopt less favorable views of the CDC and other public health officials during 2020.259 A separate Pew 
Research Center survey, fielded April 29 to May 5, 2020, found the share of U.S. citizens who would 
definitely get a coronavirus vaccine dropped to 21 percent (half the share reporting on a survey four 
months prior) with 55 percent of those not planning to get a coronavirus vaccine saying they have not too 
much or no confidence at all in research and development process.260 Unfortunately, the infodemic 
exacerbated the pandemic because the lack of authoritative information hindered effective response 
planning and led to a lack of public trust in government guidance. The degradation in government trust 
seemed to be one of Beijing’s goals as its information operations targeted western powers. 
 

Case Study Findings 
Key Similarities and Differences  
The three case studies were chosen to test the I-AM against large-scale, potentially state-sponsored 
influence operations in different temporalities and of differing state origins to discern if the variables 
were applicable across time and space. All three cases were successful in some aspect of influencing 
either pre-existing communities or propagating messaging into mainstream media; however, all three 
held significant differences, and we were able to successfully apply the I-AM to analyze the three cases, 
demonstrating the I-AM’s applicability to diverse foreign influence operations. 
 
Both Operation Denver and China’s COVID-19 disinformation campaign utilized aspects of a controlled, 
centralized narrative initially, however the USSR was able to maintain tighter control over the narrative 
and was more consistent throughout the operation. This may be due to the increased presence of social 
media and the exponentially faster speed of communication since the 1980s; however, it does speak to 
the fact that the USSR had a very clear and concise message during Operation Denver, whereas China was 
never able to contain one specific narrative throughout. China’s campaign has demonstrated further 
similarity to KGB methods in Operation Denver by sowing public doubt about the origins of a 
pandemic/epidemic and the potential role of U.S. creation or nefarious mishandling of the situation. Much 
like Operation Denver, Beijing’s narrative that COVID-19 was being tested at Fort Detrick leveraged anti-
U.S. government sentiment and suggested the United States potentially had a cure reserved for select 
people. Additionally, all three campaigns successfully identified and exploited fragmented aspects of 
American society, such as identity, cultural, and historical narratives. 
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Both Operation Denver and China’s COVID-19 disinformation campaign contain narratives that are 
recycled several times over and were amplified by non-democratic news outlets prior to making into 
mainstream U.S. media. However, China’s campaign directly leveraged its diplomatic assets to spread 
their influence messaging through U.S. media and social media sources, further hastening the time it took 
to reach mainstream discussion. With Denver, the USSR had to push out the narrative to friendly new 
outlets (India) and internal news outlets first to developed credibility within USSR sphere of influence 
and aligned partners then proceeded to co-opt individuals like Segal to push the narrative outside of the 
usual USSR sphere of influence, such as Africa and Latin America. Secondary Infektion, mainly targeted 
the social media platforms used by the target influencees first, which concurrently allowed them to push 
out far more messages than other campaigns and got the message propagating within these communities 
faster.  
 
All three campaigns demonstrated their respective governments’ attempts to create favorable opinions of 
themselves abroad or more so to cast doubt on the competency of democratic governments. China’s 
COVID-19 campaign was initially framed to create a positive narrative around China’s response to the 
pandemic; however, that narrative has evolved as the pandemic progressed into more language 
regarding the failures of the U.S. government to handle both the pandemic needs of the country and more 
recently vaccination development and deployment. On the other hand, Operation Denver built the 
narrative to specifically hurt the U.S. government and military both internally and internationally. 
Operation Secondary Infektion included an array of discrete narratives that were both pro-Russia and 
anti-America, as well as just generally intended to sow discord between nations of strategic interest to 
Russia.  
 
One of the primary features from I-AM that was found across all three cases, was the clearly stated 
alternative future, either doom or paradise. For Operation Denver and Chinese COVID-19 operations, this 
was easily adapted from the fear of both the AIDs and COVID panics that were exploited by the 
influencers to push the narrative that the government in both cases was being subversive with their 
supposed role in the creation of the problem or the exploitation of the problem to force society to evolve 
in a certain way. The numerous narratives used in Operation Secondary Infektion utilized existing 
discursive narratives regarding the false cultural implications of immigration and the imaginary societal 
repression of certain groups to build fear in these communities that their assumed cultural identity was 
doomed. This shows that this was an important aspect of influence operations from the influencer side to 
push a narrative that then both perforated within an influencee community and also brought heightened 
urgency to the issue.   
 
Applicability of and Validation of I-AM 
Our case study findings suggest that the more factors from the model that are apparent in an influence 
operation, the more successful the messaging is in propagating into a community and increasing action 
among influencees within that community – providing support for the hypothesis that was being tested. 
The factors with the strongest subjective weight according to the case studies were emotional connection 
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and threat to identity. As our literature review previously indicated, fear is one of the driving 
psychological forces for why humans do almost everything, so this finding is unsurprising. However, 
further research into the intricacies of these variables would be able to further explain this finding across 
more influence operations. 
 
The model was especially useful for discerning emotional aims of influence operations by comparing 
common language used among preexisting fears and divisions. Additionally, the model was able to 
identify similarities across time for influence operations operandi, the common exploitation of current 
geopolitical events, and the relative success of using both official and social media to propagate 
messaging. 
 
However, the application of I-AM proved to be challenging for a long-term, multifaceted influence 
campaign, like Secondary Infektion. While not all the factors aligned nicely with the model, multiple 
factors were utilized repetitively to reach target audiences. In fact, one piece of content often 
encompassed multiple factors at once. The multiplicity of the messaging made it difficult to identify clear 
group dynamics and intended outcomes. Consequently, I-AM fit well when focusing on the individual and 
environmental level factors of a single narrative but became imprecise when considering the campaign as 
a singular operation.  
 
From the case studies, we found that the least applicable variables from I-AM in these specific cases were 
victimization and call-to-action. In fact, none of the cases studied contained a specific call-to-action. One 
strong possibility is that both variables may be more likely to be generated within the movements or 
targeted communities rather than from the originating influencer. This does not limit the idea that the 
influencer may be considering these factors when planning language use or influencing tactics; however, 
they may have found from experience that these factors are more effective if developed organically from 
within the targeted communities rather than told to the community from the onset. 
 
The operation that included the greatest number of factors with the strongest relationship for those 
variables was Operation Denver; however, this operation consisted of media that was primarily outside 
of the United States for the first six years. The operation was incredibly organized and contextually 
rigorous; and by using official sources, once it reached U.S. media it had the most success of the cases 
studied at spreading a conspiracy theory into mainstream thought. On the other hand, while China’s 
COVID-19 influence operations benefitted greatly from a panicked global population, it was the least 
effective in terms of the model, which may speak to the fact that the operation was initiated in rapid 
reaction to a global situation and not thoroughly planned beforehand, as Operation Denver was. 
 
Modified Influence-to-Action Model (I-AM) 
The case studies showed we were able to identify each of the components and variables contained in the 
initial I-AM and how they manifest in the real-world foreign influence operations. Additionally, we were 
able to show that I-AM provides a systematic way for an analyst to examine past and on-going foreign 
influence operations to gain granular insights into patterns of messaging techniques being deployed on 
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the target audience. These results confirmed our first goal (as stated at the beginning of the case studies 
section) of applying I-AM to analyze foreign influence operations cases can be achieved. Finally, the case 
studies confirmed our hypothesis that the more factors included in the I-AM a foreign influence operation 
contains in its messaging, more impactful that influence operation is on the target audience. 
 
The case studies also provided us an opportunity to refine the I-AM. First, we noticed that variables 
Clearly Identified In-Group and Clearly Identified Out-Group can be merged into a single variable that 
examines whether the messaging conveys a clear in- and/or out-group rather than keeping them as two 
separate variables for the purposes of this model. Second, we decided to eliminate the Call-to-Action 
variable – and thus the trigger component of the model – given that the case studies clearly showed 
foreign influence operations can be impactful and effective without said variable present in the 
messaging. 
 
Based on these reasons, we modified the Influence-to-Action Model (I-AM) function as follows: 
 

𝐼𝐼𝐼𝐼𝐼𝐼 = 𝑓𝑓(𝐸𝐸𝑐𝑐,𝑇𝑇𝑖𝑖,𝑇𝑇𝑐𝑐,𝐴𝐴𝑖𝑖 ,𝐴𝐴𝑣𝑣 ,𝑉𝑉,𝑇𝑇𝑝𝑝,𝐹𝐹𝑎𝑎 ,𝑅𝑅𝑙𝑙 ,𝐺𝐺𝑖𝑖𝑜𝑜 ,𝑆𝑆𝑣𝑣, 𝐼𝐼,𝐷𝐷,𝐹𝐹,𝑀𝑀) 
Function 2: Modified Influence-to-Action Model (I-AM) Function 

 
Where: 

Variable Notation Variable Name 
Impact of Influence Operations 

𝐼𝐼𝐼𝐼𝐼𝐼 Influence Operation – Influence-to-Action 
Payload Component 

Individual (Internal) Level Factors 
𝐸𝐸𝑐𝑐 Emotional Connection 
𝑇𝑇𝑖𝑖 Threats to Identity 
𝑇𝑇𝑐𝑐 Threats to Culture 
𝐴𝐴𝑖𝑖  Identity Affirmation 
𝐴𝐴𝑣𝑣 Victim Affirmation 
𝑉𝑉 Victimization 

Societal (Structural) Level Factors 
𝑇𝑇𝑝𝑝 Persistent and Increasing Threats 
𝐹𝐹𝑎𝑎  Clear Alternative Future 
𝑅𝑅𝑙𝑙  Purported Lack of Response 
𝐺𝐺𝑖𝑖𝑜𝑜 Clearly Identified In-Group 
𝑆𝑆𝑣𝑣 Social Validation 

Delivery Component 
𝐼𝐼 Intensity 
𝐷𝐷 Duration 
𝐹𝐹 Frequency 



UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

     

Influence-to-Action Model Development                                57 
UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

Variable Notation Variable Name 
𝑀𝑀 Method 

Table 2: Preliminary Influence-to-Action Model (I-AM) Variable List 
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Modified Influence-to-Action Chain Template (I-ACT) 
With the modification of the I-AM, we have also made the appropriate updates to the I-ACT. The modified I-ACT is shown in Figure 2 below: 
 

 
Figure 2: Modified Influence-to Action Chain Template (I-ACT) 
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Model Refinement Survey 
In an effort to further validate and refine the I-AM, and to gain an understanding of how general 
population perceive the importance of each factor contained in the influence operations messaging, we 
fielded a survey targeting the U.S. adult general population. The survey was carried out from August 1, 
2021, until October 3, 2021, and the final number of qualified responses261 was 1,025. 
 

Sample Characteristics 
Sample Qualifiers 
To accurately represent the U.S. general population sample, we used age, gender, location of residence 
(according to the U.S. Census regions), and race as qualifiers to participate in the survey. For the sample, 
33 percent of the respondents were ages 18–34 while 31 percent of the respondents were ages 35–54, 
and 36 percent of the respondents were 55+ years of age. For gender, the sample was 52 percent female 
and 48 percent male. For the region of residence, 14.15 percent of participants reside in the Northeastern 
region of the United States while 43.61 percent, 19.51 percent, and 22.73 percent reside in the South, 
Midwest, and West respectively. For Race, 65.17 percent of the participants were non-Hispanic white, 
11.12 percent non-Hispanic black, 10.24 percent Latinx, and 13.47 other.262 Table 3, below, provides a 
detailed breakdown of the survey participant demographics: 
 

U.S. General Population Sample (n = 1,025) 

Age 18-24: 17% 25-34: 16% 35-44: 17% 45-54: 14% 55+: 36% 

Gender F: 52% M: 48% 

U.S. Census 
Region of 
Residence 

Northeast: 14.15% South: 43.61% Midwest: 19.51% West: 22.73% 

Race 
Native 
American: 
2.05% 

Asian: 
4.20% 

Mixed: 
5.17% 

Latinx: 
10.24% 

Black: 
11.12% 

White 
(non-
Hispanic): 
65.17% 

Other: 
2.05% 

Table 3: Survey Demographic Characteristics 

  

 
261 Responses where all required data was present to perform post survey analyses. 
262 Other included 2.05% Native American; 4.20% Asian/Pacific Islander; 5.17% mixed; and 2.05% other. 
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Sample Interaction with Information 
When asked what type(s) of information the participants follow regularly, the highest percentage of the 
respondents (19.1%) answered they follow the news. The participants named the weather, 
entertainment, and food recipes – 18.3 percent, 15.2 percent, and 15.0 percent, respectively – as the next 
three types of information they follow regularly. Figure 3, below, provides full responses of the 
participants regarding the information they follow regularly: 
 

 

 
Figure 3: Percentage of Information being Followed263 

 
  

 
263 Margin of Error +/- 3% at 95% Confidence Interval. 
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When asked about the sources from which they get their information from, this highest percentage of the 
respondents received their information from the television and the social media (approximately 26% for 
both). What is interesting about the social media was that of the 26 percent of participants that chose 
social media, more than half (approximately 54% of those who chose social media, or 14% of the total 
survey participants) said they received information from their personal networks on social media rather 
than from an official media outlet. Additionally, approximately 18 percent of the participants said they 
use the Internet as the source of their information. Figure 4, below, provides an illustration of where the 
survey participants self-reported they get their information from: 
 

 
Figure 4: Information Sources where U.S. Population get Information From264 

 
  

 
264 Margin of Error +/- 3% at 95% Confidence Interval. 
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As for how trustworthy the participants felt about the information sources, with 0 being not trustworthy 
at all and 10 being completely trustworthy, the participants chose local TV stations as being more 
trustworthy than any other information sources. Additionally, the participants chose social media – both 
official media outlets and personal networks – as being the least trustworthy. Finally, most participants 
seemed to be ambivalent about the information sources listed regardless of the source type. Figure 5, 
below, provides a detailed view of the participants’ ratings of each information source: 
 

 
Figure 5: Level of Trust by Information Source Type265 

 
  

 
265 Margin of Error +/- 3% at 95% Confidence Interval. 
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Since we are interested in whether an individual would act based on the information that he/she 
receives, we asked the participants what they would do if they came across information that is of interest 
to them. Approximately 24.6 percent, which was the highest percentage, of the participants responded 
they would “Like” that particular post and/or article. The next highest response was that they would post 
a comment on the said post and/or article (approximately 19.3%). Approximately equal percentages of 
participants said they would share the information through either public or private forums. Furthermore, 
approximately 12 percent of the participants responded they would discuss the information with others 
offline while approximately 9 percent answered they would not do anything. Finally, only approximately 
6.9 percent of the participants (lowest percentage) answered they would create their own post that 
incorporated the information in response to the original information. Figure 6, provides an illustration of 
the participants’ responses to the question, “What do you do when you come across information that is 
interesting to you or that you like?”: 
 

 
Figure 6: Responses to "What do you do when you come across information that is 

interesting to you or that you like?"266 

 
As for the methods used to share information, if one is to share it, approximately 26 percent of the 
participants responded that they currently share information using a social media platform. Additionally, 
approximately 25 percent of the participants responded that they currently share information through 

 
266 Margin of Error +/- 3% at 95% Confidence Interval. 
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word of mouth. Furthermore, approximately 19 percent responded they use Internet chat to share 
information while approximately 16 percent said they use email as the method of sharing information. 
Finally, approximately 10 percent said they do not share, and approximately 4 percent said they use print 
media for information sharing. Figure 7, below, provides an illustration of the participants’ responses to 
the question, “How do you share information that interests you or that you like?”: 
 

 
Figure 7: Responses to "How do you share information that interests you or that you like?"267 

 
  

 
267 Margin of Error +/- 3% at 95% Confidence Interval. 
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When asked whether the participant has ever been exposed to what he/she believes to be mis- and/or 
disinformation, overwhelming majority of the participants (approximately 73%) responded that they 
have been exposed. Additionally, approximately 13 percent of the participants responded they have not 
been exposed to mis- and/or disinformation while approximately 14 percent of the participants 
responded that they did not know if they have been exposed. Figure 8, below, provides an illustration of 
the participants’ responses to whether or not they believe they have been exposed to mis-
/disinformation: 
 

 
Figure 8: Responses to "Have you ever been exposed to what you believe to be mis- and/or 

dis-information?"268 

 
  

 
268 Margin of Error +/- 3% at 95% Confidence Interval. 



UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

     

Influence-to-Action Model Development                                66 
UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

Survey Findings 
As the goal of the survey was to determine which individual and societal level factors are most important 
to people when deciding to act based on messaging, the key prompt we gave to the participants was, “I 
will donate my time and/or money to a cause or movement if the messaging makes me…” To determine 
the degree of difference between “action” and “response” based on messaging, we also gave the 
participants, “When I decide to respond to a message online (e.g., comment, quote tweet, etc.), I do so 
because it makes me…” For each prompt, the survey asked the participants to arrange the individual level 
factors in order of importance. It then asked the participants to do the same for the societal level factors. 
 
Individual (Internal) Level Factors Findings 
For both prompts, Identity Affirmation was found to be the most important individual level factor for the 
messaging to convey that would make the participants more likely to either act upon or respond to the 
message. Figure 9, below, provides illustrations of the most important individual level factors as 
designated by the survey participants: 
 

 
Figure 9: Most Important Individual (Internal) Level Factor in Influence Operation Messaging269 

 
What is significant about these findings is that the responses for both prompts were statistically identical 
(within the +/- 3% margin of error at 95% confidence interval), showing that the factors that moves a 
person to act at the individual level are consistent regardless of the type of action. Another significance of 
these findings is that they are generally consistent with what we found during the case studies. The case 
studies showed that the factors with the strongest subjective weight were Emotional Appeal and Threat 
to Identity. While the survey showed Identity Affirmation to be the most important factor, Emotional 
Appeal and Threat to Identity were the second and third most important factors, respectively. Finally, and 

 
269 Margin of Error +/- 3% at 95% Confidence Interval. 
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perhaps most significantly, we found that these results remain consistent regardless of participant 
characteristics. For example, one might hypothesize that participants with different gender, racial, 
educational, or political characteristics would designate different factors as being most important. The 
survey results show this not to be the case. Figure 10 thru Figure 13, all below, illustrate this trend. While 
there are some variations in the level of support, the figures show that no matter the characteristic, 
Identity Affirmation is shown to be the most important factor. Similarly, Emotional Appeal and Threat to 
Identity are shown as the next two most important factors regardless of the participant characteristics. 
This trend holds for all participant characteristics (See Appendix E for additional figures). 
 

 
Figure 10:Most Important Individual Level Factors by Gender 
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Figure 11: Most Important Individual Level Factors by Race 

 
Figure 12: Most Important Individual Level Factors by Educational Level 
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Figure 13: Most Important Individual Level Factors by Political Ideology 

 
Societal (Structural) Level Factors Findings 
For the societal level factors, unlike for the individual level factors, responses to the two prompts were 
not at all similar. The highest number of participants responded that they would most likely respond to 
messages that conveyed that Persistent and Increasing Threats (approximately 41 percent). The factor 
that second most participants selected as most important was Clear Alternative Future (approximately 26 
percent). In juxtaposition, however, the greatest number of participants responded that they would most 
likely be inclined to act when the message conveyed that the Clear Alternative Future (approximately 30 
percent) while the second most reason was shown to be Persistent and Increasing Threats (approximately 
22 percent). Finally, the remaining three factors exhibited quite different results for the two prompts. 
Figure 14, below, provides illustrations of the most important societal level factors as designated by the 
survey participants: 
 



UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

     

Influence-to-Action Model Development                                70 
UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

 
Figure 14: Most Important Societal (Structural) Level Factor in Influence Operation Messaging270 

 
Significance of these findings is that unlike the individual level factors, participants were motivated by 
different factors of the messaging when considering undertaking various actions that involve different 
commitment levels. 
 
Like the responses for the individual level factors, we found that results remained mostly consistent 
across participant characteristics for the societal level factors as well. Figure 15 thru Figure 18, all below, 
illustrate this trend using the same four participant characteristics used as examples above for the 
individual level factor results. Again, while there are some variations specific to each characteristic, one 
can observe that “world would be a better place if something is done about it” is chosen as the most 
important factor by all groups. The only participant characteristic that presented a slightly nuanced 
result is the participant race characteristic (see Figure 16 below). An examination of the participant 
responses by race revealed while Clear Alternative Future was clearly chosen as number one reason by 
the Native American, non-Hispanic black, and non-Hispanic white participants, statistically same number 
of Asian/Pacific Islander, multiple races, and other race participants chose Clear Alternative Future and 
“the problem is getting out of hand.” Furthermore, the highest number of Latinx participants chose 
“nothing is being done to fix the problem,” instead of one of the other most chosen factors. These results 
provide additional support to the case studies finding that more culturally bounded/targeted the 
influence operation, the more successful and impactful it is. For the results for other participant 
characteristics, please see Appendix E located at the end of this report. 
 

 
270 Margin of Error +/- 3% at 95% Confidence Interval. 
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Figure 15: Most Important Societal Level Factors by Gender 

 

 
Figure 16: Most Important Societal Level Factors by Race 
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Figure 17: Most Important Societal Level Factors by Education Level 

 

 
Figure 18: Most Important Societal Level Factors by Political Ideology 

 

Conclusion 
Through the survey, we were able to further validate the I-AM, and we collected valuable data that will 
provide us with the foundation for developing the weights for each variable included in the model. Most 
notably, we were able to ascertain that Identity Affirmation and Clear Alternative Future are the most 
important individual and societal level factors when one considers taking on concrete commitment of 
action based on being exposed to influence messaging. 
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The survey findings were complimentary to the case study results, where we found Emotional Appeal and 
Threat to Identity to be the most important individual level factors for action. The two factors identified in 
the case study results were shown to be the second and third most important individual factors in the 
survey results. Additionally, the case study found that Clear Alternative Future was the one consistent 
societal level factor identified as the central factor governing the success of the foreign influence 
operations messaging. The survey also found that Clear Alternative Future is the societal level factor that 
motivates people to act, buttressing our case study findings. 
 
Finally, another significant finding is that participants were motivated by the same individual level 
factors regardless of their specific participant characteristics and the level of commitment necessary for 
action while the societal level factors affecting their motivation for action differed based on the level of 
commitment necessary for action (e.g., donate volunteer time vs. retweeting). 
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Finalized Influence-to-Action Model (I-AM) 
Based on the case study and survey validations and refinements, we simplified the model and eliminated 
the three initial model components (payload, delivery, and trigger), leaving only the individual and 
societal level factors and their associated variables in the model. Therefore, the finalized Influence-to-
Action Model (I-AM) can be expressed as the following function: 
 

𝐼𝐼𝐼𝐼𝐼𝐼 = 𝑓𝑓(𝐸𝐸,𝑇𝑇𝑖𝑖,𝑇𝑇𝑐𝑐,𝐴𝐴𝑖𝑖 ,𝐴𝐴𝑣𝑣,𝑉𝑉,𝑇𝑇𝑝𝑝,𝐹𝐹𝑎𝑎 ,𝑅𝑅𝑙𝑙 ,𝐺𝐺𝑖𝑖𝑜𝑜 ,𝑆𝑆𝑣𝑣) 
Function 3: Finalized Influence-to-Action Model (I-AM) Function 

 
Where: 

Variable Notation Variable Name 
Impact of Influence Operations 

𝐼𝐼𝐼𝐼𝐼𝐼 Influence Operation – Influence-to-Action 
Individual (Internal) Level Factors 

𝐸𝐸𝑐𝑐 Emotional Appeal 
𝑇𝑇𝑖𝑖 Threats to Identity 
𝑇𝑇𝑐𝑐 Threats to Way of Life (Culture) 
𝐴𝐴𝑖𝑖  Identity Affirmation 
𝐴𝐴𝑣𝑣 Victim Affirmation 
𝑉𝑉 Victimization 

Societal (Structural) Level Factors 
𝑇𝑇𝑝𝑝 Persistent and Increasing Threats 
𝐹𝐹𝑎𝑎  Clear Alternative Future (World will be 

better by doing something about it) 
𝑅𝑅𝑙𝑙  Purported Lack of Response 
𝐺𝐺𝑖𝑖𝑜𝑜 Clearly Identified In-/Out-Group (It is the 

right thing to do for the “team”) 
𝑆𝑆𝑣𝑣 Social Validation 

Table 4: Finalized Influence-to-Action Model (I-AM) Variable List 
 
As mentioned above, variables Intensity, Duration, Frequency, and Method will be removed from the 
finalized model but retained as external factors that will be introduced as uncertainties in the Influence-
to-Action Impact Assessment Tool, which will be developed in the follow-on project period. 
 

Back to 
Executive 
Summary 
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Finalized Influence-to-Action Chain Template (I-ACT) 
While the I-AM was further modified to arrive at the finalized model, I-ACT did not have to be adjusted. This was because the variables that 
were eliminated from the finalized I-AM were always conceptualized as environmental background factors that are given that the variables 
in question were conceptualized as influencer specific variables that are unique to each influencer rather than to specific influence operation 
messaging. Nevertheless, we provide a finalized I-ACT in Figure 19 below for consistency: 

 
Figure 19: Finalized Influence-to Action Chain Template (I-ACT) 

 Back to 
Executive 
Summary 



UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

     

Influence-to-Action Model Development                                76 
UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

Conclusion and Next Steps 
Situating it theoretically in the social movement literature to understand why an individual might decide 
to act, and utilizing psychology, sociology, marketing, and communications literatures to extract variables 
relevant to threats and opportunities from influence operations messaging, we successfully developed 
the Influence-to-Action Model (I-AM). 
 
Upon development of the initial model, we validated the model by conducting case studies of one 
historical and two present-day Russian and Chinese foreign influence operations. The three case studies 
were chosen to test I-AM against large-scale, potentially state-sponsored influence operations in different 
temporality and of differing state origins to discern if the variables were applicable across time and 
space. All three cases were successful in some aspect of influencing either pre-existing communities or 
propagating messaging into mainstream media; however, all three held significant differences, and we 
were able to successfully apply the I-AM to analyze the three cases, demonstrating the I-AM’s 
applicability to diverse foreign influence operations. 
 
Our case study findings suggest that the more factors from the model that are apparent in an influence 
operation, the more successful the messaging is in propagating into a community and increasing action 
among influencees within that community. The case studies also found the individual level factors with the 
strongest subjective weight were Emotional Appeal and Threat to Identity while Clear Alternative Future 
was found to be the consistent societal level factor central to the success of messaging during an influence 
operation. 
 
Upon completion of the case studies, we fielded a survey targeting the adult U.S. general population. 
Through the survey, we were able to further validate the I-AM. Most notably, we were able to ascertain that 
Identity Affirmation and Clear Alternative Future are the most important individual and societal level 
factors when one considers taking on concrete commitment of action based on being exposed to influence 
messaging. 
 
Although the survey found Identity Affirmation as the most important individual level factor for action, 
Emotional Appeal and Threat to Identity – the individual level factors identified as having most weight 
during the case studies – were found to be the second and third most important factors. This survey 
finding provided a degree of added confidence to both our case study and survey findings. Additionally, 
the case study found that Clear Alternative Future was the one consistent societal level factor identified as 
the central factor governing the success of the foreign influence operations messaging. The survey also 
found that Clear Alternative Future is the societal level factor that motivates people to act. These results 
also mutually buttressed each other. 
 
After completing the case studies and the survey, we refined the model based on our findings and 
developed the finalized Influence-to-Action Model and the finalized Influence-to-Action-Chain-Template (see 
“Finalized Influence-to-Action Model (I-AM)” section of this report above for the finalized model). While 
this model currently does not have any assessment metrics associated with it, it is able to serve as a 
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systematic tool that an analyst can employ to systematically analyze an ongoing foreign influence operation 
and assess its likely impact on its target audience. The model can also be used immediately by analysts as 
a frame to compare several foreign influence operations across time, space, and actors. 

Next Steps 
The most important item to complete during the next phase of the project is the development of 
measurement metrics and the subsequent development of the Influence-to-Action Impact Assessment Tool. 
Both the case studies and survey we have completed provided us with valuable data that will serve as the 
foundation for developing the weights for each variable included in the finalized I-AM. The case study and 
survey results also provided us with a few avenues of further research that are warranted as we develop 
the Influence-to-Action Impact Assessment Tool. For example, it seems there may be some kind of 
relationship among Identity Affirmation, Threat to Identity, and Emotional Appeal, and we should explore 
whether there truly are some kind of relationship among these variables. 
 
To allow us to answer some of these questions, we will be conducting another round of survey with a 
larger sample size and more nuanced questions. We hope that this survey will provide us with the robust 
data that we will be able to utilize to develop the measurement metrics for the model and eventually the 
impact assessment tool. 
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Appendix A: Artifacts from Operation Denver 

 

 
271 United States. October, 1987. “Soviet Influence Activities: A Report on Active Measures and Propaganda, 1986-87 (Vol. 9627).” US Department of State. 
272 Kramer, Mark. 2020. “Lessons From Operation "Denver," the KGB's Massive AIDS Disinformation Campaign.” The MIT Press Reader, December 22. 
https://thereader.mitpress.mit.edu/operation-denver-kgb-aids-disinformation-campaign/ 
273 Selvage, Douglas, and Christopher Nehring. 2019. “Operation "Denver": KGB and Stasi Disinformation regarding AIDS.” Wilson Center. 
https://www.wilsoncenter.org/blog-post/operation-denver-kgb-and-stasi-disinformation-regarding-aids 
274 "KGB, Information Nr. 2955 [to Bulgarian State Security]." 1985. Cold War International History Project (CWIHP). 7 September. Obtained by Christopher Nehring and translated by 
Douglas Selvage. https://digitalarchive.wilsoncenter.org/document/208946 

 
Figure 20: Pravda paper cover page 

cartoon, states that Western 
researchers believe the AIDS virus was 

created by the Pentagon271 

 
Figure 21: The Segal’s falsified study 

that became the foundation of the 
AIDS conspiracy272 

 
Figure 22: The Patriot magazine front 

cover in 1983273 

 
Figure 23: KGB memo sent to 

Bulgarian State Security describing 
their AIDS active-security measures274 

https://thereader.mitpress.mit.edu/operation-denver-kgb-aids-disinformation-campaign/
https://www.wilsoncenter.org/blog-post/operation-denver-kgb-and-stasi-disinformation-regarding-aids
https://digitalarchive.wilsoncenter.org/document/208946
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Appendix B: Artifacts from Secondary Infektion 

Table 5: Thematic Content of Secondary Infektion Campaign Over Time275 
 

 
275 Nimmo, Ben, Camille Francois, C. Shawn Eib, Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing Secondary Infektion.” Graphika. 
https://secondaryinfektion.org/report 

Theme 
 

Year/Qtr.    

Failed /  
unreliable 

Ukraine 

US /  
NATO 

aggression 

Divides / 
Weakness 
in Europe 

Insulting 
Kremlin 
Critics 

Migration 
and 

Muslims 

Defending 
Russia /  

Putin 
Other Election 

Focus 
Turkish 

Aggression 
Sports /  
doping 

Total 
per 

Quarter 

2014 

Q1 3 3 1 5 - 4 - - - - 16 
Q2 1 2 - 1 - - 1 - - - 5 
Q3 6 2 5 - - 1 6 - - - 20 
Q4 48 6 7 - 1 - 3 - - - 65 

2015 

Q1 39 4 3 2 - 5 7 - - - 60 
Q2 139 34 38 4 3 10 23 - - - 251 
Q3 70 38 16 - 7 7 6 - - - 144 
Q4 30 11 27 - 16 9 11 3 27 - 134 

2016 

Q1 86 19 10 19 37 2 6 3 20 - 202 
Q2 34 28 10 45 33 15 13 23 23 5 229 
Q3 15 37 13 9 - 7 1 20 - 2 104 
Q4 14 19 76 4 6 1 - 12 - - 132 

2017 

Q1 25 43 18 4 - 13 7 16 - - 126 
Q2 18 20 27 27 - - - - 5 - 97 
Q3 26 31 23 17 10 18 - - - - 125 
Q4 9 30 6 1 5 - - - - 18 69 

2018 

Q1 7 24 25 4 - 3 - - 1 4 68 
Q2 47 45 - 2 - 12 2 - - - 108 
Q3 48 33 60 19 - - 32 11 5 - 208 
Q4 69 4 98 17 1 32 - 22 - - 243 

2019 

Q1 7 65 - 1 - 1 - - - - 74 
Q2 55 6 29 - 20 - - - - - 110 
Q3 8 5 - 6 1 18 - - - - 38 
Q4 15 24 16 27 19 - - - - - 101 

2020 Q1 11 3 - - 14 - - - - - 28 
Total per Theme 830 536 508 214 173 158 118 110 81 29  

https://secondaryinfektion.org/report


UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

     

Influence-to-Action Model Development                 80 
UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

 
Figure 24: Forged tweet of Marco Rubio276 

 
Figure 25: Post emphasizing the migration of 

Jews from Ukraine277 

 
Figure 26: Screenshot of video claiming that Sweden 

was to blame for the Brussel terrorist attacks278 

 
Figure 27: Quora content insinuating rising tensions 

between Ukraine and Polan279 
 

Figure 28: Post claiming US sponsorship of 
colored revolutions280 

 
Figure 29Tweet implying US- Ukrainian collusion on 

Nobel Peace Prize281 

 
276  Nimmo, Ben, Camille Francois, C. Shawn Eib, Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing Secondary Infektion.” Graphika. 
https://secondaryinfektion.org/report 
277  Nimmo, Ben, Camille Francois, C. Shawn Eib, Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing Secondary Infektion.” Graphika. 
https://secondaryinfektion.org/report 
278 Nimmo, Ben, Camille Francois, C. Shawn Eib, Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing Secondary Infektion.” Graphika. 
https://secondaryinfektion.org/report 
280 Nimmo, Ben, Camille Francois, C. Shawn Eib, Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing Secondary Infektion.” Graphika. 
https://secondaryinfektion.org/report 
 

https://secondaryinfektion.org/report
https://secondaryinfektion.org/report
https://secondaryinfektion.org/report
https://secondaryinfektion.org/report
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280 Nimmo, Ben, Camille Francois, C. Shawn Eib, Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing Secondary Infektion.” Graphika. 
https://secondaryinfektion.org/report 
281 Nimmo, Ben, Camille Francois, C. Shawn Eib, Lea Ronzaud, Rodrigo Ferreira, Chris Hernon, and Tim Kostelancik. 2020. “Exposing Secondary Infektion.” Graphika. 
https://secondaryinfektion.org/report 

https://secondaryinfektion.org/report
https://secondaryinfektion.org/report
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Appendix C: Artifacts from China’s Influence Operations for COVID-19 
 

 
Figure 30: Earliest claim that China allegedly 

released the virus282  
Figure 31: Screenshot of tweet where a letter 
addressed to the UN claims COVID-19 was a 

“biologic weapon” is attached283 

 

 
Figure 32: Ministry of Foreign Affairs Spokesperson 
Zhao Lijian tweeted these two articles published by 
Global Research Canada on March 12, 2020, shortly 

before the United States went into lockdown284 

 
282  Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a Narrative Arms Race.” DFRLab, February. 
https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-narrative-arms-race/ 
283  Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a Narrative Arms Race.” DFRLab, February. 
https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-narrative-arms-race/ 
284 Bandeira, Luiza, Nika Aleksejeva, Tessa Knight, and Jean Le Roux. 2021.“Weaponized: How Rumors about COVID-19’s Origins Led to a Narrative Arms Race.” DFRLab, February. 
https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-narrative-arms-race/ 

https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-narrative-arms-race/
https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-narrative-arms-race/
https://www.atlanticcouncil.org/weaponized-how-rumors-about-covid-19s-origins-led-to-a-narrative-arms-race/
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Appendix D: General Population Survey Questions 
 
Q1 You certify that you are at least 18 years of age; you have read informed consent; and you voluntarily 
agree to participate in this research study.   
    
Your identity will remain confidential and the research team will not receive any personally identifiable 
information (such as your name, phone number, etc.) about the participants of this survey from Qualtrics.   
    
The consent form is attached here in its entirety for your review: Informed Consent for Online Activities 
Survey  
    
By checking the box below, you agree to participate in the survey.   
   

o I have read and understand the informed consent, and I agree to participate in the survey.  (1)  
 
Q2 How old are you? 

o Under 18  (6)  

o 18-24  (1)  

o 25-34  (2)  

o 35-44  (3)  

o 45-54  (4)  

o 55 and over  (5)  
 
Skip To: End of Block If How old are you? = Under 18 
 
Q3 How would you describe your gender? 

o Male  (1)  

o Female  (2)  

o Non-binary / third gender  (3)  

o Prefer not to say  (4)  
 

https://umdsurvey.umd.edu/CP/File.php?F=F_d43TWRGBFCtxfBs
https://umdsurvey.umd.edu/CP/File.php?F=F_d43TWRGBFCtxfBs
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Q4 How would you best describe yourself? Please select all that apply. 

▢ Native American or American Indian  (1)  

▢ Black or African American  (2)  

▢ Hispanic or Latino  (3)  

▢ Asian / Pacific Islander  (4)  

▢ White  (5)  

▢ Other  (6)  
 
Q5 In which region do you currently reside? 

o Northeast  (1)  

o Midwest  (2)  

o South  (3)  

o West  (4)  
 
Q6 In which state do you currently reside? 
▼ Alabama (1) ... I do not reside in the United States (53) 
 
Q7 In which state did you spend the most time living in from ages 0-18? 
▼ Alabama (1) ... I do not reside in the United States (53) 
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Q8 What is the highest level of education you have reached? 

o Some high school, no diploma  (1)  

o High school graduate, diploma or the equivalent (for example: GED)  (2)  

o Some college credit, no degree  (3)  

o Trade/technical/vocational training  (4)  

o Associate degree  (5)  

o Bachelor’s degree  (6)  

o Master's / Professional / Doctorate degree  (7)  
 
Q9 What is your current employment status? Please select all that apply. 

▢ Employed full-time  (1)  

▢ Employed part-time  (2)  

▢ Self-employed  (3)  

▢ Looking for work  (4)  

▢ Not looking for work / Unable to work  (5)  

▢ Student  (6)  

▢ Military  (7)  

▢ Retired  (8)  

▢ Other  (9)  
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Q10 What is your current marital status? 

o Single, never married  (1)  

o Married or domestic partnership  (2)  

o Widowed  (3)  

o Divorced  (4)  

o Separated  (5)  

o Other  (6)  
 
Q11 How religious do you consider yourself? 

o Very religious  (1)  

o Moderately religious  (2)  

o Slightly religious  (3)  

o Spiritual but not religious  (4)  

o Not religious  (5)  
 
Q12 How would you describe your political beliefs? 

o Very conservative  (1)  

o Conservative  (2)  

o Moderate / Middle of the road  (3)  

o Liberal  (4)  

o Very Liberal  (5)  

o No political affiliation  (6)  
 



UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

     

Influence-to-Action Model Development                                87 
UNCLASSIFIED//APPROVED FOR PUBLIC RELEASE (13 JULY 2022) 

Q13 Have you or your family experienced financial strain or struggle at any of the following periods of 
your life? Please select all that apply. 

▢ Early life or prior to birth (ages 0-4)  (1)  

▢ Childhood (ages 5-12)  (2)  

▢ Teenage years (ages 13-17)  (3)  

▢ Young adulthood (ages 18-25)  (4)  

▢ Adulthood (ages 26+)  (5)  

▢ None  (6)  
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Q14 How many of the following situations have you experienced at least once throughout your life 
(including childhood). Please select all that apply. 

▢ Bankruptcy  (1)  

▢ Foreclosure  (2)  

▢ Loss of a business or financial asset (including car)  (7)  

▢ Period of unemployment (either self, partner, or parent)  (3)  

▢ Less than one month worth of salary (or $1,000) in an individual or family emergency 
savings account  (4)  

▢ Individual or family debt worth more than a year's salary or $25,000 (either credit, loans, 
or medical debt, not including home loan or mortgage)  (5)  

▢ Other delinquent debt  (8)  

▢ Other financial stressor or events not listed above  (6)  

▢ None  (9)  
 
Q15 For the next question, please think of a group that you identify strongly with. Your group could be a 
neighborhood organization, church or religious group, political group, or any group that you engage with 
(online or offline). Please refer to the images below and think of which option best represents the 
connection you feel between the group you selected and you. 
 
 
Q16 Please list the type of group that you identified with (for example: religious or political group, fitness 
class or gym, hobby or community organization, etc.): 

________________________________________________________________ 
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Q17 Which image best represents the way you perceive your connection with your group? 

o A  (1)  

o B  (2)  

o C  (3)  

o D  (4)  

o E  (5)  
 
Q18 Of the following, which sources do you use frequently to receive news or information? (select all that 
apply) 

▢ Television  (1)  

▢ Print (newspapers, magazines, etc.)  (2)  

▢ Radio  (3)  

▢ Internet news sources  (4)  

▢ Social media post from your network (individuals you follow, friends, family, celebrities, 
etc.)  (5)  

▢ Social media post from a news organization (New York Times, Fox News, etc.)  (7)  

▢ Word of mouth either online or offline (friends, family, coworkers, etc.)  (6)  
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Q19 What sources do you use to share or forward news or information? Please select all that apply. 

▢ Print (letters, memos, etc.)  (1)  

▢ Internet chat (messages, chats, video conferencing, etc.)  (2)  

▢ Email forwarding  (3)  

▢ Social media (Facebook, Twitter, Reddit, etc.)  (4)  

▢ Word of mouth (friends, family, coworkers, etc.)  (6)  

▢ I do not share or forward news or information  (7)  
 
Q20  
On a scale from 0 to 10 (with 0 = not at all, and 10 = absolute trust), how much do you trust information 
coming from each of the following sources? 

 0 1 2 3 4 5 6 7 8 9 10 
 

Television national or international news () 
 

Television local news () 
 

Local print newspapers or magazines () 
 

National or International print newspapers 
or magazines ()  

Radio () 
 

Internet national or international news 
sources ()  

Internet local news sources () 
 

Social media post from your network 
(individuals you follow, friends, family, 

celebrities, etc.) () 
 

Social media post from a news organization 
(New York Times, Fox News, etc.) ()  

Word of mouth (friends, family, coworkers, 
etc.) ()  
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Q21 For the following two questions, please consider the content that you interact with (read, comment 
on, like/up-vote, share, etc.) online, either through emails or on social media (Facebook, Twitter, Reddit, 
Instagram, etc.).  
 
Which of the following types of content do you consume or interact with online? Please select all that 
apply. 

▢ News (either local, national, or international)  (1)  

▢ Entertainment stories, pictures, and video (memes, dances, jokes, etc.)  (2)  

▢ Celebrity gossip  (3)  

▢ Sports information  (4)  

▢ Weather information  (5)  

▢ Food or recipes  (6)  

▢ Shopping content  (9)  

▢ Other  (7)  
 
Carry Forward Selected Choices from "For the following two questions, please consider the content that you 
interact with (read, comment on, like/up-vote, share, etc.) online, either through emails or on social media 
(Facebook, Twitter, Reddit, Instagram, etc.). Which of the following types of content do you consume or 
interact with online? Please select all that apply." 
 
Q22 Of the previously mentioned categories, please rank the topics in the order you spend the most time 
interacting with them online (1 being the most time spent with that content).  
______ News (either local, national, or international) (1) 
______ Entertainment stories, pictures, and video (memes, dances, jokes, etc.) (2) 
______ Celebrity gossip (3) 
______ Sports information (4) 
______ Weather information (5) 
______ Food or recipes (6) 
______ Shopping content (7) 
______ Other (8) 
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Q23 Which of the following activities do you do when interacting with content online? Please select all 
that apply. 

▢ Like posts  (1)  

▢ Comment on posts  (2)  

▢ Share posts publicly on social media site or forums (Reddit)  (3)  

▢ Share posts privately via messaging service  (4)  

▢ Discuss posts with people offline  (5)  

▢ Create original content  (7)  

▢ Do nothing  (8)  
 
Q24 Have you ever encountered content that you think could be misinformation or false news? 

o Yes  (1)  

o No  (2)  

o Unknown  (4)  
 
Q25 For the following questions, the phrase "the message" is used repeatedly. We use this term to mean 
any posting that you could see online that is discussing something newsworthy, political, or controversial. 
The exact meaning of the message is not important, however, try to consider messages that are more 
serious in nature and could potentially have an impact on your life or others. 
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Q26 Please rate the following statements on whether you agree or disagree. 

 Strongly 
disagree (1) 

Somewhat 
disagree (2) 

Neither agree 
nor disagree 

(3) 

Somewhat 
agree (4) 

Strongly 
agree (5) 

I am more likely to 
support a message 

that elicits an 
emotional response 
from me than one 
that does not. (1)  

o  o  o  o  o  

I would refute a 
message that 

presents a threat to 
my identity. (2)  

o  o  o  o  o  
I would refute a 

message that 
presents a threat to 
my way of life. (3)  

o  o  o  o  o  
I would support a 

message that 
affirms or protects 

my identity and 
beliefs. (4)  

o  o  o  o  o  
I would refute a 

message that 
makes me feel 
vulnerable. (5)  

o  o  o  o  o  
I am motivated to 
speak out to get 
even for a wrong 

committed against 
me or my people. 

(6)  

o  o  o  o  o  
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Q27 Please drag the options below to rank the following options in order of importance: When I decide to 
share a message (e.g. re-post/retweet, email, etc.), I do so because it... 
______ makes me emotional (scared, happy, shocked, etc.) (1) 
______ poses a threat to who I am or what I represent (2) 
______ poses a threat to my beliefs or my politics (3) 
______ speaks to who I am or what I represent (4) 
______ affirms that I am being targeted for who I am or what I represent (5) 
______ conveys the need to fight back against a threat to me (6) 
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Q28 Please drag the options below to rank the following options in order of importance: When I decide 
to respond to a message (e.g., comment, quote tweet, etc.) online, I do so because it... 
______ makes me emotional (scared, happy, shocked, etc.) (1) 
______ poses a threat to who I am or what I represent (2) 
______ poses a threat to my beliefs or my politics (3) 
______ speaks to who I am or what I represent (4) 
______ affirms that I am being targeted for who I am or what I represent (5) 
______ conveys the need to fight back against a threat to me (6) 
 
Q29 Please drag the options below to rank the following options in order of importance: I am more likely 
to donate my time and/or money to a cause or movement if it... 
______ makes me emotional (scared, happy, shocked, etc.) (1) 
______ defends against a threat to who I am or what I represent (2) 
______ defends against a threat to my beliefs or my politics (3) 
______ speaks to who I am or what I represent (4) 
______ affirms that I am being targeted for who I am or what I represent (5) 
______ conveys the need to fight back against a threat to me (6) 
 
Q30 Please rate the following statements on whether you agree or disagree. For this question, the term 
"support" is used to represent actions you take to either financially contribute or donate your time or 
effort to causes. 

 Strongly 
disagree (1) 

Somewhat 
disagree (2) 

Neither agree 
nor disagree 

(3) 

Somewhat 
agree (4) 

Strongly 
agree (5) 

I support causes 
that are fighting 

against persistent 
or increasing 
threats. (1)  

o  o  o  o  o  
I support causes to 

prevent a worse 
future. (2)  o  o  o  o  o  

I support causes to 
achieve a better 

future. (3)  o  o  o  o  o  
I support causes 
when my leaders 

or government are 
not doing anything 
to fix the problem. 

(4)  

o  o  o  o  o  

I support causes to 
obtain more power 

or prestige. (5)  o  o  o  o  o  
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Q31 Please drag the options below to rank the following options in order of importance: When I decide to 
share a message (e.g., re-post/retweet, email, etc.), I do so because... 
______ the problem is getting out of hand (1) 
______ the world would be better if something is done and worse if nothing is done (2) 
______ nothing is being done to fix the problem (3) 
______ it proves that I am doing the right thing (4) 
______ it increases my reputation (5) 
 
Q32 Please drag the options below to rank the following options in order of importance: When I decide to 
respond to a message (e.g., comment, quote tweet, etc.) online, I do so because... 
______ the problem is getting out of hand (1) 
______ the world would be better if something is done and worse if nothing is done (2) 
______ nothing is being done to fix the problem (3) 
______ it proves that I am doing the right thing (4) 
______ it increases my reputation (5) 
 
Q33 Please drag the options below to rank the following options in order of importance: I am more likely 
to donate my time and/or money to a cause if...  
______ the problem is getting out of hand (1) 
______ the world would be better if something is done and worse if nothing is done (2) 
______ nothing is being done to fix the problem (3) 
______ it proves that I am doing the right thing (4) 
______ it increases my reputation (5) 
 

--- End of Survey --- 
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Appendix E: Survey Results – Additional Figures 
 

Individual (Internal) Level Factor Responses 
 

 
Figure 33:Most Important Individual Level Factor by U.S. Region of Residence 

 

 
Figure 34: Most Important Individual Level Factor by Age Group 
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Figure 35: Most Important Individual Level Factor by Employment Status 

 
 

 
Figure 36: Most Important Individual Level Factor by Past Financial Difficulty(ies) 
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Figure 37: Most Important Individual Level Factor by Marital Status 

 
 

 
Figure 38: Most Important Individual Level Factor by Identity Fusion Scale 
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Figure 39: Most Important Individual Level Factor by Religiosity 
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Figure 40:Most Important Societal Level Factor by U.S. Region of Residence 
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Figure 41: Most Important Societal Level Factor by Age Group 

 
 

 
Figure 42: Most Important Societal Level Factor by Employment Status 
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Figure 43: Most Important Societal Level Factor by Past Financial Difficulty(ies) 

 
 

 
Figure 44: Most Important Societal Level Factor by Marital Status 
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Figure 45: Most Important Societal Level Factor by Identity Fusion Scale 

 
 

 
Figure 46: Most Important Societal Level Factor by Religiousity 

 

I will donate my time and/or money to a cause or movement if the messaging 
makes me…

21%

30%

15%

22%

12%

23%

27%

20% 20%

10%

25%

33%

16% 16%

10%

20%

32%

21%
20%

8%

19%

32%

19%

23%

7%

0%

5%

10%

15%

20%

25%

30%

35%

Feel the Problem is Getting Out
of Hand

Feel World would be Better if
Something is Done about It

Feel Nothing is being Done to
Fix the Problem

Feel that I am doing the Right
Thing for the Society

Feel that It would Increase My
Reputation with Others

Societal (Structural) Factors by Respondent reported Identity Fusion Scale

A B C D E

I will donate my time and/or money to a cause or movement if the messaging 
makes me…

25%

32%

20%

13%

16%

21%

29%

18%

22%

13%

17%

25%

16%

23%

10%

0%

5%

10%

15%

20%

25%

30%

35%

Feel the Problem is Getting Out
of Hand

Feel World would be Better if
Something is Done about It

Feel Nothing is being Done to
Fix the Problem

Feel that I am doing the Right
Thing for the Society

Feel that It would Increase My
Reputation with Others

Societal (Structural) Factors by Respondent Religious Beliefs

Not Religious Religious Very Religious


	Executive Summary
	Introduction
	Model Development
	Theoretical Foundation
	Research Question
	Critical Model Definitions
	Model Framing
	Diffusion of Social Movements
	Threat and Social Movements

	Individual (Internal) Level Factors
	Psychological Theories Regarding Information Absorption and Propagation
	Theories of Cognition and the Intersection of Self-Esteem and Fear
	Self-worth and Victimization
	Credulity and Attachment to Belief Systems, Religious, and Ideological Messaging

	Societal (Structural) Level Factors
	Social Validation and Influencer Culture
	Rejection from Society & Refuge on the Internet
	Community Suffering and Culture
	Out-Group versus In-Group Dynamics
	Identity Fusion
	Selective Adoption
	Culture of Conspiracy in Alternative Sources


	Initial Model Components and Variables
	Payload Component
	Individual (Internal) Level Variables144F
	Societal (Structural) Level Variables145F

	Delivery System Component146F
	Delivery Strength and Timing
	Delivery Method

	Trigger Component

	Initial Influence-to-Action Model (I-AM)
	Initial Influence-to-Action Chain Template (I-ACT)

	Model Validation Case Studies
	Case Study Selection Methodology
	Operation Denver
	Summary
	Background
	I-AM Analysis
	Payload Component
	Individual (Internal) Level Factors
	Emotional connection
	Identity
	Culture
	Victim affirmation
	Victimization

	Societal (Structural) Level Factors
	Persistent/Increasing threat
	Clearly identified in-group (exclusivity)
	Clearly identified out-group
	Clearly stated alternative future (doom or paradise)
	Purported lack of response
	Social validation


	Delivery System
	Intensity
	Duration
	Frequency
	Method

	Trigger
	Call-to-Action


	Conclusion

	Operation Secondary Infektion
	Summary
	Background
	I-AM Analysis
	Payload Component
	Individual (Internal) Level Factors
	Emotional connection
	Identity
	Culture
	Victim affirmation
	Victimization

	Societal (Structural) Level Factors
	Persistent/increasing threat
	Clearly identified in-group
	Clearly identified out-group
	Clearly stated alternative future (doom or paradise)
	Purported lack of purpose
	Social validation


	Delivery System
	Intensity
	Duration
	Frequency
	Method

	Trigger
	Call-to-Action


	Conclusion

	Chinese influence operations for COVID-19
	Summary
	Background
	I-AM Analysis
	Payload Component
	Individual (Internal) Level Factors
	Emotional connection
	Identity
	Culture
	Victim affirmation
	Victimization

	Societal (Structural) Level Factors
	Persistent/increasing threat
	Clearly identified in-group
	Clearly identified out-group
	Clearly stated alternative future (doom or paradise)
	Purported lack of response
	Social validation


	Delivery System
	Intensity
	Duration
	Frequency
	Method

	Trigger
	Call-to-Action


	Conclusion

	Case Study Findings
	Key Similarities and Differences
	Applicability of and Validation of I-AM
	Modified Influence-to-Action Model (I-AM)
	Modified Influence-to-Action Chain Template (I-ACT)


	Model Refinement Survey
	Sample Characteristics
	Sample Qualifiers
	Sample Interaction with Information

	Survey Findings
	Individual (Internal) Level Factors Findings
	Societal (Structural) Level Factors Findings

	Conclusion

	Finalized Influence-to-Action Model (I-AM)
	Finalized Influence-to-Action Chain Template (I-ACT)

	Conclusion and Next Steps
	Next Steps

	Appendix A: Artifacts from Operation Denver
	Appendix B: Artifacts from Secondary Infektion
	Appendix C: Artifacts from China’s Influence Operations for COVID-19
	Appendix D: General Population Survey Questions
	Appendix E: Survey Results – Additional Figures
	Individual (Internal) Level Factor Responses
	Societal (Structural) Level Factor Responses


